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Forward and Background

The chapters herein prescribe the OIG policies and procedures applicable to OIG
audits.

The material is designed to provide a comprehensive and ready reference to OIG
policies and procedures and for use by OIG and/or contractor staff in carrying out their
responsibilities and tasks.

These policies and procedures will be revised as Appalachian Regional Commission
conditions change or as new developments in Government and the profession dictate.
These policies and procedures incorporate many of the key and successful elements of
practices inherent at previously established Office of Inspector General.

The audit policies and procedures provide detailed guidance and explanations to
policies and procedures. The detail noted presumes a staff level that can fully
implement the various steps noted. However, on a practical basis they very small OIG
staff requires a balanced approach with respect to full implementation of some of the
ideal actions and processes noted. In this regard the two person audit staff (IG and
AlGA) emphasizes grant reviews in accordance with the primary mission of a grant
making agency and inspections and evaluations of agency operations. The current OIG
relies on the combined 70 years of staff OlG audit experience, including contract
oversight to address primary program oversight in a cost effective and practical manner.

The handbook highlights the responsibilities of the IG and AlG and Auditor terminology
includes actions by these officials.

We consider Government Auditing Standards (Yellow Book) to be the authoritive
document on audit standards and quality control and OIG Policies and Procedures as
supplemental information.
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Ghapter 1 — Introciuction to the ARC OIG
Audit Policies and Procadures Handhbook

CHARTER 1
INTRODUCTION TO THE ARC - OIG AUDIT POLICIES AND
PROCEDURES HANDBOOK

1.0 PURPOSE

This chapter provides an introduction to the OIG authority,
organizational structure, and types of projects. In acldition, this chapter
axplains the content, organization, and updating process of the
Policies and Procedures Handbook (ARC Handbook).

1.1 GOVERNING CRITERIA

The Ingpector General (1G) Act of 1978, as amended, § United States Code
{U.8.C.)

1.2 BACKROUND

Section 8 of the |G Act provides for the statutory establishment of ARC OIG,
Office of (nspector General (O1G). The IG Act authorizes the appointment of
an Assistant Inspector General for Audit (AIGA), who has rasponsibility for
assisting the tngpector General in caitying out the following statutory
missicns:

«  Conducting and supervising independent and objective audits of
agency programs and operations, This includas the authority to
determine which audits to perform and to access all information
necessary to complete the audits.

+  Promoting economy, sffectiveness, and efficiency within the Agency.

« Reviewing and making recommendations regarding existing and
proposed legislation and regulations relating to agency programs and
operations.

+ Kaeeping the agency head and Cangress fully and currently informed of
problems in agency programs and operations.
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ARC - OIG consists of an |G, AIGA and a Confidential Assistant,

1.4 TYPES OF AUDITS

Audits are conducted in accordance with Generally Accepted Government
Auditing Standards (GAGAS). They are definad by their objectives and are
classified as performance audits, financial audits, or attestation
engagements,

Performance audits are independent asssssments of the performance and
managemeant of a program against objective criteria. Performance audits
provide recommendations to improve program operations and fo facilitate
decision making by parties responsible for overseeing or initiating corrective
actions and for improving public accountability. Performance audits may include
objeclives related to: assessing program effectiveness and resuits; economy
and efficiency, internal controls; compliance with legal or other requirements;
and providing prospective analyses, guldance, or summary information,

Auditors’ should refer to Chapters 4-8 and 10-11 of the Handbook
when conducting performance audits.

Financlal audits are primarily conducted te delermine if financial
statements are presented fairly in all material raspects and are in
conformance with generally accepted accounting principles. The primary
objectivas of financial audits are (o determine and report whether:

v Financlal statements fairly present the financial position, results of
operations, and cash flows of an audiled entity in accordance
with applicable auditng and accounting standards.
« The entity’s internal controls provide reasonable assurance of the
reliability ¢f the financial staternents, accountability over
assets, and safeguarding of assets.

» The entity has complied with laws and regulations for transactions and
events thal may have a material effect on the financial statements.

' The term "auditor” throughout this Handbook includes individuals performing work under
GAGAS and, thergfors, individuals wilh likes such as program analyst, svaluator, or similar fitles,
Other terms such as stall and amployees are usad which includes individuals performing work
under GAGAD and those required to mest CPE requirsmenis,
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Other objectives of financial audits may include: providing special reports for
spacified efements, accounts, or items of financial statements; and reviewing
interim finaneial Information.

Auditors should refer to Chapters 4-7, and 10-110f the Handbook when
conducting financial audits.

Attestation engagements concern examining, reviewing, or performing
agreed-upon procedures on a subject malier or an assartion about a subject
matter. The subject matter of an attestation engagement may take many forms,
ncluding historical or prospective performance or condltion, physical

characteristics, histotical events, analyses, systems and processes, or behavior.

Altestalion engagements can cover a broad range of financial or nonfinancial
subjects.

Auditors should refer to Chapters 4-6 and 8 of the Handbook when condilcting
altestation engagements.

1.5 DELIVERABLE-BASED AUDIT PROCESS
Audit uses a deliverable-based audit process for progressing through each

nhase of an audit, as each deliverable bullds on the previcus deliverable.
These daliverables are:

AUDIT
PHASE CHAPTER DELIVERABLE
Planning 4 Reasearch Document

Planning Document
TeamMate Procedure
Steps

Statements of Facts
Message Conference
Raport Synopsis
Discussion Draft
Report

Draft Report

. Final Report

ol e

Field Work 5

Reporting B

~ GO B

(SRR ]
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1.6 OTHER TYPES OF OA PROJECTS

Nonaudit Services — ARC OlG staff may provide professional services other
than audits and atlestallon engagemeants, which are referred to as nonaudit
sarvices or consulting services, Nonaudit services differ from performance and
financial audits and attestation engagements as auditors may perform tasks
requested by management that directly support an entity's operations and may
provide information on data to the requesting party without providing verification
analysis or evaluation of the information or data.

Nonaudit services are not covered by GAGAS, Before an auditor agrees to
provide a nonaudit service to an auditad entily, the auditor should determine
whether providing sucly a service wolld ereate @ threat to Independence, elther
by itself or in aggregate with other nonaudit services provided, with respect (o
any GAGAS audit it performs. Auditors should refer to Chapler 9 of the
Hancbook when responding to a request for nonaudit services,

1.7 HANDBOOK STRUCTURE AND CONTENT

The HMandbook is divided into 17 chapters. Chaptlars 1-3 provide an overview of
policies and procedures, a description of OlG's workplan development, and
guidance on complaint acceptance,

Chapters 4-8 cover the audit process, including audit planning, field work, and
reporting for performance audits, financlial audits, and attestation engagements.

Chapters 9-17 expand on policies and procedures for crucial functions previously
introduced, such as staff independence, statlstical sampling, computer processed
data, and professional development, and contain other requirements such as the
use of contractors, quality control, nonaudit services, and audit resolution and
follow up.

1.8 HANDBOOK UPDATES

To ensure the Mandbock is kept as current and as relevant as possible, the
handbook will be revise as necessary.

Suggestions and Revisions —- Suggestions for revisions to the Handbook are
welcomad and should be brought to the altention of the |G, The 1G will review
suggested changes and recommend changes to the AIGA. The G will also
monitor the Handbook to ansure it remains up to date in regard lo government
auditing standards and the policies and procedures.
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Approved Changes — The 1G has sole authority to approve changes to the
Handbook. Changes to the Mandbook will be communicated to staff,

1.9 HANDBOOK EFFECTIVE DATE

The 2014 revision of the Audit Policies and Procedures Handbook is
effective for audits beginning on or after March 2014 and for financial audits
and attestation engagements for periods ending on or after March 2014,
Additional information in prior Policies and Procedures Handbooks remains

availahie to the extent applicable. See P& Issuances dated 1990 and 2010,
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Chapter 2 - Annual Workplan Development

CHAPTER 2
ANNUAL WORKPLAN DEVELOPMENT

2.0 PURPOSE

This chapter describes policies and procedures for developing, approving,
and disseminating the annual workplan,

2.1 GOVERNING CRITERIA
The Inspector General (1G) Act of 1978, as amended
2,2 BACKGROUND

The objective of the planning procass is to plan for the effeclive deployment of
resources to accomplish all required audits, and to select discretionary audits
that are relevant, timely, and maximiza the impact of limited resources.

The annual workplan is a 12 month plan that coincides with the Federal fiscal
year (FY). ILis divided into two sections: Mandatory and Discretionary.
Mandatory audits are those is required to conduct. Discretionary audits come
from selection and prioritization process described in this chapter. Projects in
each section are organized by strategic goal and include planned work and
ongoing projects, For mandatory audits, project summaries describe the projects
and identify the assigned staff. Discretionary project summaries describe the
activity and objectives, identify the assigned staff, and indicate whether the
project is ongoing or new.

2.3 POLICY

OIG maintains a work planning process designed fo achieve optimal utilization
of resources to carry out mandatory activities, as well as to conduct and report
on audits that support the Commission's mission and goals.

OlG commits resolrces to audits required by statute or program regulation,
then to special requests determined to be of merit, and finally to discretionary
audits. OlG receives special requests for audits from Agency officials, the U.S.
Congress, complainants, and other external sources, Discretionary audits are
identified through the annual planning procass. That process is designad to
identify and prioritize aucits in areas of the highest risk and/or with the highest
potential for supporting the Commission’s migsion and strategic goals.

2.4 RESPONSIBILITIES

OIG develops discretionary audit proposals.
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Chapter 2 - Annual Workplan Development

OIG and AIGA develops and supervise the developmeant of audit proposais.

The IG serves as tha control point for the development of the annual workplan
and ansures the approved annual workplan,

2.5 RISK-BASED AUDIT PLANNING

The development and selection of discretionary audits is driven by the risk-based
audit planning process. This Is a continuous wide activity, The OIG use multipte
opportunities — audit planning, fleld work, entrance and exit confersnces, and
related work — to identify, assess, and report the likelihood and impact of rigk
related to ARC programs and operations, even if they are outside the scope of a
specific survey or audit,

2.6 DISCRETIONARY PROJECT DEVELOPMENT

Planning for the next FY audit workplan beging in the second halfl of the current FY.
Resource materials may include a list of prioritles, Agency risk assessments, Agency budget
highlight summaries, and lists of OIG and GAO ongoing audils and recent audit raports.

2.7 APPROVAL

Throught the year, OIG staff meets as needed to discuss special
requests for audits or services from the Commission, Congress, OIG
hotline complaints, or other sources; review progress and chanllenges
of current projects; and address resource needs and ongoing projects,

2.8 SPECIAL REQUESTS

OIG recelves requests for audits, The G and AIGA screen all hotline complaints for
information on procedures for addressing hotline camplaints, see Chapter 3.

2,9 INITIATION AND ACCEPTANCE OF AURITS

The processes for initiation and acceptance of audit and attestation engagements described
in this chapter provide reasonable assurance the OIG will undertake audit and attestation
engagements only if it can comply with professional standards and ethical principles and is
acting within its legal mandate.

2.10 WORKPLAN DISSEMINATION

The IG transmits the Workplan to the Federal Co Chair and Executive Director
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Chapter 3 -~ Complaint Acceptance Process

CHAPTER 3
PLAINT ACCEPTANCE PROCESS

3.0 PURPOSE

This chapler describes the process for determining whether a complaint is
accepted. If accepted, the appropriate chapters of the handbook apply.

3.1 GOVERNING CRITERIA
IG ACT

3.2 POLICY

OlG will review all complaints received. Based on its review, OIG will accept a
complaint for action, refer it to the Commission, retain it for future audit
planning, or take no aclion.

When deciding what action OIG will recommend on a complaint, a number of
factors are considered. Those factors include, but are not limited to, the
following: the availability of OIG resources, othar current priorities, and the
nature and crodhibility of the allegations, See paragraph 3.4 for further description
of considered factors. When OIG accepts a complaint for action, the I1G will plan
and initiate an audit to determine if complaint allegalion(s) can be substantiated.

3.3 RESPONSIBILITIES
The |G and AIGA processes hotline complaints.

The IG and AIGA asses the level of risk and impact related to the allegation(s)
and determine appropriate action,

OlG maintains a database to document receipt of incoming complaints and the status of OIG
review and determination.

The |G decides whether o accept a complaint for action.
3.4 ACCEPTANCE ANALYSIS

As part of its review process, OICG analyzes the complaint and any supporting decumentation
to recommand an action. To support OIG action, the following are preferred:

Initial QIG Analysis — OIG summarizes basic information about the complaint and prepares a
comiplaint synopsis,
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Chapter 3 - Complaint Acceptance Process

The synopsis includes, but is not limited to:

« rgfevant background on the subject of the complaint and related ARC
program, policy, or legislation,
« description of the allegation(s);
e source of the complaint;
» summary of any documentation the complainant provided to support
the allegation(s),
» prior OIG or GAO reports related to the subject of the complaint;
» whether the complainant submitted the complaint to another entity; or
« whether a complaint is pending or a review was completed in another
forum (e.g., State or ARC agency monitoring).
Consideration Factors — [t is OIG policy to consider several factors when daciding whether
to select a complaint for action. These factors include, but are not imited {o;

Magnitude ~ The subject of the complaint is consistent with a series of similar complaints
and the complainant has exhausted existing procedurss to resolve the complaint.

Magnitude — The subject of the complaint is consistent with a series of similar complaints
and the complainant has exhausted existing procedures to resolve the complaint,

Severity — The complainant alleges violations thal pose an immediate threat o safety or
health of workers, participants in ARC-funded programs or services, or ARC employess.
The complainant alleges violations related to child laber.

Unresolved Complaint - In cases of serious alleged violations, the complainant states he/
she previously reported them to the appropriate ARC office, but the conditions persist.

Jurisdiction — The subject of the complaint is not related to ARC programs, operations, or
enforcement responsibilities.

3.5 ACCEPTANCE DETERMINATIONS

OIG may recommend one of the following actions:

Accapted for Action — The |G acepls the complaint,

Not Accepted for Action - The 1G makes such a delermination,
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Other Action ~ The AIGA recommands |G or Counsel refer the complaint’s
allegation(s) to ARC, or anotirer OIG, The AIGA may notify Counsel it will
incorporate the complaint's allegation(s) into current or future audit work,

3.6 AIGA ACTIONS
After reviewing the complaint and any input from the |G or AIGA drafts a

memerandum for the OIG signature to the Counsel to the Inspector General,
The memorandum notifies Counhsel of the recommended action.

3.7 STATUS REPORTS

OIG maintains a database o decument raceint of incoming complaints and the
status of OIG review.
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CHAPTER 4
AUDIT PLANNING
4.0 BURPOSE

This chapter establishes policles and responsibilities for planning performance
audits, financial audits, and attestation engagements in accordance with
Generally Accepted Government Auditing Standards (GAGAS). If a requirement
does not apply to a specific audit type, it will be noted in the chapler. Additional
requirements for financial audits and attestation engagements can be found in
chapters 7 and 8, respeclively.

Effective planning enhances the likelihood that stated objeclives are answered,
that the aucdlit is conducted in accordance with standards, and that it is completed
within established timelines. It also helps to ensure efficient use of fime and
resources, and provides clear direction and purposs for preparing a
well-supported, well-written audit report.

4.7 GOVERNING CRITERIA

Generatly Accepted Government Auditing Standards, December 2011

s Independence 3.02-3.30

« Professional Judgment and Competence 3,69-3.81

«  Quality Control and Assurance 3.82~3.104

«  Standards for Financial Audits, Chapter 4

+ Standards for Attestation Engagements, Chapter 5

+  Fleldwork Standards for Performance Audits, Chapter 6
4.2 BACKGROQUND

GAGAS requires aaditors (o adequately plan and document the planning of the
work necessary to address the audit objectives. Planning Is a continucus process
throughout the audit, as each deliverable builds on the previous deliverable.

4.3 GENERAL

In conducting audit* plarining and design, auditors follow GAGAS by
exercising professional judgment in determining the type of assignment to
perform, what standards apply, the type and amount of evidence required,
and the level of associated risk as a basis for sound management decisions.

" The lerm audit refers lo performance, financial, and atlestation engagements.
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During this phase, the emphasis should be on developing and/for refining the
audit objectives and designing an audit approach that maximizes audit
effectiveness and efficlency,

The planning phase generally includes the following: (1) preliminary research;

(2) davelopment and refinement of objective, scope, and methodology, and

(3} preparation of the audit program. The specific requirements for accomplishing
the planning phase are discussed in paragraphs 4.4 — 4,11.

4.4 AUDIT ABSIGNMENT AND INITIATION

All audits will be authorlzed by the 1G. Any audit described in the Workplan is an
audit aipproved by the 1G. The 16 may also authorize other audits based on
holline complaints, speclal requests, or Iy response to emerging Issues.

For all approved audits, 1G assigns a project number and establishes the
project and start date.

4.5 NOTIFICATION AND ENTRANCE CONFERENCE

The purpase of this step is to establish contact with program managers to
riotify management of the audit and to schedule an sntrance conference. |G
approves and transmits the audit notification memorandum prior to the start
of the audit,

Notification is required for Agency-level or non-Federal entity projects.
Agency-Level Projects — The G or AIGA prepares a Notification Memo on

agency-level projests, The Notification Memo informs the ARC Officials that
work is being initlated and requests an entrance conference.

Nen-Federal Enfity Proiects — If the audit includes a non-federal entity, the |G
prepares and sends a notification letler (o the entity. Coples of the
notification are sent to the applicable Agency Audit Liaison, other agency
national andfor regional office staff, the state (when the non-Federal entity
receives pass-through funds from the state), the State Auditor or equivalent.

Notification to State Audiltors — 1G prepare and send the notification letter 1o State Auditors
when applicahle,
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Congressional Notification -  Some audits reguire congressional
nolification. Generally, these notifications are issued by the Inspector General.

itis often practical and efficient to submit data requests prior to initiating field
work, However, staff must exercise caution in providing advance notification of
specific sampla items and transactions, as doing so may Increase the risk of
data manipulation or destruction of documents by the audites,

Entrance Conferences are held with the auditee o discuss the fentalive
audit objectives, locations to be visited, records and othar information neaeded,
time frameas, and how the results will he reported. At the entrance conference,
Q1G staff introduce themselves, identify their respective roles, and make
adminigtrative arrangements (hours of work, work space, access to
photoconying, ete. ).

For consolidated financlal statement audils and attestation engagements, or if
the audit requires a reprasettation letter, itis a good idea {0 advise
management at the entrance conference that one will be requested. The
advance nolice emphasizes management's responsibility for providing
information, making records available, and disclosing related partias,
subsequent events, and other pertinent facts.

For non-Federal entity audits, if representatives of the grantor or contracting
agency do not attend the entrance conference, auditors should contact them
to discuss the objectives of the audit.

4.6 RESEARCH DOCUMENT (Deliverable 1)

The purpose of rasearch at the start of the audit is to summarize information
about the programs and activities to be audited, including known program
weaknesses, This portion of the audit is primarily achieved through

research conducted from readily avaitable sources. This phase culminates
with a Research Document (RD).

Building on information gathered during the research phase of the audit, the
auditors will prepare the Planning Document (PD). Refer to the next seclion, 4.7
-~ Planning Docurnant, for description of the PD.

If the source of the audit is an approved project proposal, the team should use
ihe proposal as a starting polnt and Incorporate research rasults to expand
and update the proposal’s description of the potential problem and its impact
on the program to be audited.
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The Ressarch Document includes the following:

Background provides basic information on the organization, plan, or function
to be audited. Background information should include descriptive information
such as organizational alignment, significant dates, budget infarmation, and
significant laglslation.

The background information is used to sstablish context for the overall

message and to help the users of the report understand the findings and
significance of the issues discussed,

Criteria represents the laws, regulations, Office of Management and Budget
(OMB) Circulars, conlracts, grant agreements, standards, measures, expected
performance, defined business praclices, and benchmarks against which
performance Is compared or evaluated, Criterla also describe the required or
desired state or expeclation of the program or aperation,

Project Proposal Validation requires auditors, if the audit was approved and
included in the current annual Workplan, to obfain a copy of the audit proposal
that led to its inclusion in the workplan. Once a copy is oblained, auditors should
determine if the information in the “problem to explore” and "risk assessment”
sections of the proposal are still accurate and consider whether changes in
external or internal conditions since the proposal was written impact the
proposal’s description of the problem to explore or the risk assessmant. Such
changes could include changes in the complexity of operations, legislation,
program size, significance, visibliity, or sensitivity of the program. Auditors should
then analyze and decide how these changes affect the audit's impact and
timeliness.

Prior Audit Reports and Ongoing Audits, whather from the OIG or
Government Accountability Office (GAO)}, should be identified if they relate lo
the proposed audit objectives. Identify ongoing audits and determine if there are
current audits that overlap or are related to the audit, Document your results, If

there are current audits that overlap with the proposed audit objectives, advise the Audit
Director to decide if the audit should continue.

Known Program Weaknesses should be described as idenfified in prior OIG and GAD audit
reports, ongoing OIG and GAO audit work, and prior or ongoing OIG investigations. Consider
the impact of tha known program weaknesses on the audit objectives, scope, and
methodology. ldentify the risk factors ralated lo the known program weaknesses.
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4.7 PLANNING DOCUMENT (Deliverable 2)

The Flanning Document (PD) incorporates the Research Document. The PD
prasents a general plan for executing an approved audil. As such, it provides &
basis for developing the audlt program and all subsequent worl on the asudit,
Through the PD, the auditors inform Headguarters of their audit plan and
recelve feedback and direction from Headquarters staff.

The PD includes the following tentative decisions regarding:

» Potential audit results

« Audit objectives

s Boope

» Mathodology designed to answer audit objectives
» Audii milestones

+ Staffing

Tha PD must establish a logical link between the potential results, the
auclit objectives, and methodology.

Potential Audit Results summarize the condition and effect the auditors expect
fo find when they conduct the audit.

Audit Objective(s) stale what the audit is to accomplish. Selting clear and
specific objeclives is the key to conducting high quality and timely audits,
Audit objectives can be thought of as questions about the program that the
auditors seek to answer based on evidence abtained and assessed against
criterla. The objectives are written as positive, unbiased guestions to be
answered during the audit. For example, "were performance goals achisved?”
is preferred over "did the program fail to achieve its performance goals?”

Scope is the boundary of the audit and is directly tied to the audit objectives. The scope
identifize the subject matter that the auditors assess and report on, the period of time
reviewed, and the locations included.

Methodology presents an overall stralegy for meeting the audit objectives. It describes in
broad terms the type and exient of data gathering and analytical procedures to be performed,
such as sampling, survey questionnaires, record revigws, use of experts or consultants, or
coordination with other OIG offices.

Project Document Approval Process =[G approves PD.
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4.8 PLANNING CONSIDERATIONS AND RISK

Proper planning helps the auditors to determine an achievable scope and
timedine, identify specifle objectives, and develop an effective mathodology
to answer the objectives,

Audit rigk is the possibility that the auditors’ findings, conclusions,
recommendations, or assurances may bea improper or incomplete, as a rasult of
several possible factors. Factors such as evidence that is not sufficient and/or
apprepriate, an Inadequate audit process, intentional omissions or misleading
information due to misrepresentation or fraud could increase audit risk. During
the planning phase, as the team plans the audit iwey should assess and
document audit risk and m&t@rlailly or significance® within the ccntext of 1he
audit objectives by assessing the fallowing:

Conslderation of [nternal Control « General - The auditors gshould obtain and
document a sufficient understanding of the auditee's internal controls? related to
the audit objectives in order fo determine the nature, timing, and extent of tests
to be performed. For an internal control that is significant within the context of
the audit objectives, auditors should assess whether the Internal control has
baen properly designed and implemented. Auditors should plan to obiain
sufficient, appropriate evidence to support thelr assessment about the
sffectiveness of those controls,

Assessments should include a review of management policies, procedures, practices, and
other infernal controls applicable to the audit objectives. in addition, auditors may obtain an
understanding of internal controls through inquiries, observations, inspection of documents
and records, review of other auditors’ reports, or direct tests. The procedures auditors perform
may vary among audits based on the audit objectives and audit risk,

There are a variety of resources for the auditor to use when planning how to obtain, document,

and assess the effectiveness of the auditee’s internal controls. The OMB Gircular A-123,
Management's Responsibility for Internal Control, as its name implies, provides information on :
the types of internai contrels OMB recommends Federal managers establish in order to

improve program effectiveness and oparations, In addition, auditors should consider using

GAO publications for assessing the internal control structures — Internal Control Standards in

the Federal Government and Intermnal Control Management and Evaluation Tool. Additionally,

when planning the internal control evaluation, the auditors should refer (o the internal control

guidance contained in Internal Control-Integrated Framework published by the Commitles of
sponsoring Organizations of the Treadway Commission (COSO).

* Chapter 8, paragraph 6.04 of the December 2011 Governmant Auditing Standards slales, "In
the performance audit slandards, the term "slgnificant” s comparable to the term "material’ as
used in the cantext of financial statement audits.”

* Auditors should oblain an understanding of Internmal controt that is significant within the conlext
of the audit obyjeclives,
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The audit's irternal control assessment should include an evaluation of each of
the componants discussed in the COSO framework and GAQD Internal Contral
Standards. As per these documents, internal control consists of five
interreiated components: (1) conbrol environment, (2) risk sssessment, (3)
control activities, (4} informaltion and comtunication, and {£) monitoring.

Rellabllity of Information — When auditors use information gathered by the
auditee as part of their evidence, they should determine what the officials of
he audited enlity or other auditors did to obtain assurance gver tha reliability
of tha information. The auditors may find it necessary to perform testing of
management’s procedures (manual and/or automated procadures) (o obtain
assurance or perform direct testing of the information. Regarding manual
controls. these would include management controls cver data collection and
souree doournents.

Consideration of [T 8ystem Controls — Understanding information system
controls is important when information systems are usad extensively throughout
the program under audit, and the fundamental processes related to the audit
objectives rely on information systems, Information system controls consist of
these internal controls that are dependent on information system processing
and include general and application contrals. (For additional information on
data risk and assessing system controls, refer fo Chapler 12, Auditing
Compuier Processed Data))

Consideration of Fraud (Legal and Regulatory Requirements, Contract Provisions or Grant
Agreements, Potential Fraud or Abuse) — The auditors must determine which laws,
regulations, and provisions are significant to the audit objectives, and assess the risk that
fraud, violations of legal and regulatory requirements or contract provisions, and ahuse could
oceur. Based on the results of this assessment, the auditors should design specific audit steps
to provide reasonable assurance of detecting significant risks or instances of fraud, violations,
or abuse.
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Regarding brainstarming sessions, Stafement on Audif Standards (SAS) 99
requires a (brainstorming)} discussion ameng auditors to identify the risks of
material misstatements due to fraud in financial statement audits. It is OA’s
policy that team brainstorming discussions will also be held for all performance
audits and attestation engagemenls. Such sessions should involve the team's
posing quaestions and developing hypothetical answers about how fraud might
occur al the auditee, and designing tests to detect such occurrences. The
hrainstorming session will be documented as part of the fraud risk step.

Obtaln information from team members ahout their experiences with the
auditee, about methods the enfity might use to perpelrate and conceal
fraud, and about procedwes the team might perform to detect any
resulling fraud or material misstatement due to fraud.

Follow up on Prior Audlt and Investigative Results — Auditors should plan
to follow up on prior significant findings and resommendations relating to the
audit objectives o determine whether the audited entity has taken appropriate
corractive action to address findings and recommendations, If the audites has
not taken appropriate aclion, the auditors should design audit steps to follow up
on the prior finding. Previous OIG and GAQ reports can be identified on the OIG
and GAO Internet sites.

Initial Risk Assessment — Based on the procedures performed, conclude
and document the feval of risk identified as high, medium or low.

4.9 [DENTIFY SOURCES OF EVIDENCE AND THE AMOUNT AND TYPE OF EVIDENCE
REQUIRED '

The auditors should identify possible sources of information and data that could be used as
audit evidence, Auaitors should also dstermine the amount and type of evidence neaded to
abtain sufficient and appropriate evidence to address the audit objectives and adequately
plan audit work.

410 USING THE WORK OF OTHERS

If the auditors intend to rely on the work of others, they should perform procedures that
provide a sufficient basis for that reliance. Procedures that auditors may perform in making
this determination include reviewing the other auditors' report, audit plan, or audit
documentationd, and/or performing tests of the other auditors’ work. Thal is, the auditors will
obtain evidence concerning the other auditors’ qualifications and independence through prior

- experience, Inquiry, and/or review of the other auditors’ external quality control review report.
However, audit work that did not comply with GAGAS cannot be relied on as standard work.
Similar considerations should be made when using the work of specialists,
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Sometimes an audit will require the work of spacialists. [If the auditors use the
work of a specialist, they must obtain an understanding of the specialist's
qualifications related to the audit objective and independence.

4.11 STAFF QUALIFICATIONS AND INDEPENDENCE

The IG and AIGA should assign sufficient staff and specialists with adequale
collective professional competence to perform the audit, in addition, auditors
participating on audit assignments must be independent. This includes those
who review the work or the report, and all others within the aucit organization
who can directly influence the outcome of the audit.

For guidance on Independence, see Chapter 10, Independence and Ethical
Principles.

4.12 ESTABLISH OBJECTIVES, SCOPE, AND METHODOLOGY

Basad an the nitial risk assessment and other audit work performed, the auditors will
astablish the objectives, scape, and methodelogy. Additional audit work, such as interviews,
"walkihroughs," or reviews of files may be needed to refing the objectives, scope, and
methodology. Most importantly, the auditors are to use knowladge gained to design tests
appropriate to the level of risk assigned by the auditors.

The established objectives, scope, and methodology, and any subsequent changes
need approval/concurrence from the |G/AIGA.

4,13 TEAMMATE PROCEDURE STEPS (Not currently used)

414 COMMUNICATE OBJECTIVES

IG or AIGA will communicate the established objectives with the auditee, This will be
parformed in writing for the 1G's signature. Auditors should determine whether a meeting
with the auditee is necessary to explain the audit objectives.

4.15 TERMINATION OF AUDIT

At any time during the design or testingfverification phases, the IG can recommend lo
terminate the audit by submitting a memo justifying the termination to the AGA for
approval.

% Audil documentation is the record of audit procedures performed, relevant audit evidence
ablained, and the conclusians the auditor reached. In this Handbook, audit documentalion is slso
referred o as workpapers.
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If the 1G approves an audit termination, determining how and when to communicate the
reason for terminating the audit to the auditee will depend on the facts and circumstances,
and is a matter of professional judgment. The IG may prepare a memo or lefter to notify the
agency or non-Federal entity the audit is being terminated, Such notification is signad by the
IG for agency-ievel audits and by the for non-Federal entity audits or State Auditors.

If an audit fs terminated before it is completed and an audit report is not issued, auditors
should docuiment the results of the work to date and why the audit was terminated.

If an audit inftiated by a complaint is terminated, the |G prepares a memorandum to
the Counsel ta the |G,
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CHAPTER 5
FIELD WORK

5.0 PURPOSE

This chapter sets forth policies and procedures for conducting field work for
performance audits, financial audits, and attestation engagements. If a
requirement does not apply to a specific audit type, it will be noted in the chapter.
Additional requirements for financial audits and attestation engagements can be
found in chapters 7 and 8, respectively. Specifically, this chapter addresses
requirements, which relate to maintaining professional judgment, obtaining
sufficient and appropriate evidence, develeping elements of a finding, preparing
and safeguarding audit documentation, and supervising the auditors.

51 GOVERNING CRITERIA
Generally Accepted Government Auditing Standards, July 2007

Professional Judgment 3.80-3.68

Standards for Financial Audits, Chapter 4
Standards for Attestation Engagements, Chapter 6
Evidence 6.56-6.72

Supervision 6.53-6.55

Audit Findings 6.73-8.77

Audit Documentation 6.79-6.85

s * & % ® = N

5.2 PROFESSIONAL JUDGMENT

Auditors must use professional judgment when conducting all phases of an audit.
Professional judgment includes exercising reasonable care and professional
skepticism. Reasonable care inciudes acting diligently in accordance with
applicable professional standards and ethical principles. Professional skepticism
is an attitude that includes a gusstioning mind and a critical assessment of
gvidence. The use of professional judgment dictates that auditors will follow audit
standards and mainiain thelr independence throughout the audit, conduet their
work with integrity, and use a system of qualily control to ensure the accuracy of
the work. Professional judgment should be used to reduce audit risk, to identify
significant problems with an audit approach, and to identify audit staff competent
to perform the work,

Page 5-1



Chapter 5 - Field Work

5.3 SUFFICIENT AND APPROPRIATE EVIDENCE

Types of Evidence — GAGAS requires that auditors obtain sufficient and
appropriate evidence to provide a reasonable basis for findings and conclusions.
GAGAS identifies three types of evidence:

Physical — Auditors obtain physical evidence when they directly inspect or
ohserve people, property, events, or processes, Such evidence may be
documented In the workpapers using memorandums, photographs, drawings,
charts, maps, or physical samples,

Documentary — Auditors obtain docurmentary evidence by reviewing already
existing information such as contracts, letters, accounting records, database
exiracts, electronically stored information (including email), purchase orders,
invoices, persannel files, claims folders, management information on
performance, efc.

Testimonial — Audifors obtain testimonial evidence through inquiries, interviews,
questionnaires, or surveys. Testimonial evidence may be documented in the
workpapers using memorandums, letters, electronic mail messages, or reports of
contact or interviews, For audits of a sensitive nature or where potential fraud
has been identified, the auditors should consider obtaining testimonial evidence
under oath. The |G should discuss this option with the Counsel to the OIG.

Types of Audit Tests to Gather Evidence — Auditors frequently use
analytical processes, such as computations, comparisons, separation of
information into components, and rational arguments to evaluate the evidence
gathered and to determine whether it is sufficient and appropriate, Analytical
evidence may be documenied using narratives, spreadsheets, tables, graphs,
databases, or charts.

Tests of Evidence -- Auditors must obtain sufficient and appropriate evidence
to provide a reasonable basis for thair findings and conclusions. The auditors
should consider audit risk in determining the guantity and quality of the
evidence needed to satisfy the audit objectives, findings, and conclusions. The
greater the risk, the greater the quantity and quality of evidence required. The
auditors should consider evidence of different types or sources when attempting
to verify information important to the audit, especially when the evidence is
inconsistent, When evidence significant to the audit objectives is inconsistent, In
dispute, or only partially available, the auditors should explain how they
formulated their conclusions.
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Sufficient evidence — The measure of the quantity of evidence used for
addressing the audit objectives and supporting findings and conclusions, When
appropriate, statistical methods will be used to establish sufficiency.

Appropriate evidence — The measure of the quality of evidence that
encompasses the relevance, validity, and reliabllity of evidence.

Scope Himitation — When obstacles prevent the auditors from obtaining sufficient
and appropriate evidence, they should document the departure from GAGAS
requirements and the impact on the audit and the auditor’s conclusion.

Management Representation Letters - Although not required for performance
audits, performance auditors may determine that a representation letter would
be appropriate. AICPA auditing standard, AU 333, Management
Representations, governs financial statement audits and attestation
engagements and may be adapted for the purpose of obtaining management
representations for performance audits.

Management representation letters are designed to confirm both oral and
written representations by management regarding assettions made concerning
policies, recordkeeping, reporting, and other significant matters, Management
representation letters are Used to ensure there are no misunderstandings by
management with respect to its responsibilities for the statements and
information provided to OIG personnel.

While representation letters are usually obtained at the end of field work, it
may be desirable to obtain written representations at the beginning or at
critical junctures of the fleld work. For example, if there are questions about
the completeness of information that is the basis for subsequent tests and
procedures, we may want to request management's representation before we
rely on this information.

Management Failure to Provide Representations — [f management does not
provide the requested represantations, or if the letter is modified sa that significant
representations are not made, the AIGA, In consultation with the 1G, determines if the
lack of representation is a scope limitation and, if 0, modifies the report accordingly.
Also, in light of management's failure to provide its written representation, the AIGA
must reconsider the reliability of statements and information provided during field work.

Statements of Facts (8OF) — SOFs are used to inform the auditee of
conditions found, They are tailored to the audit assignment and should
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confirm critetia and identify exceptions found during field work. They assure that
data are complete and correct for summary and analysis.

SOFs should be issued to the highest-level official at each field work location
after the work is completed at that location and preferably before leaving the
location. The official is expected to either confirm the accuracy of the data
presented or to provide comments and support where the auditee disputes the
facts presented.

By issuing periodic SOFs, the audiors obtain early auditee concurrence on the
facts as they are developed, avoid reaching conclusions on misinformation, and
avoid overwhelming the auditee with information to be fact-checked at the end of
field work.

If the auditee disagrees with the conditions Identified, the auditors need to
analyze and conclude on the auditee response. The auditor should also make
appropriate changes to the warkpapers.,

5.4 OVERALL ASSESSMENT OF EVIDENCE

Auditors should determine the overall sufficiency and appropriateness of
evidence within the context of the audit objectives. Auditors should perform an
overall assessment of the coliective evidence used to support findings and
conclusions, including the results of any spacific assessments conducted to
conclude on the validity and reliability of specific evidence.

The auditors will document the overall assessment in a workpaper whose
purpose is to determine the overall sufficiency and appropriateness of audit
avidence to ensure that audit risk was reduced to an acceptable level 10 support
the findings and conclusions. Cnce the auditors have analyzed evidence
obtained to satisfy the audit objectives, findings, and conclusions, the auditors
will summarize their results. in the summary, the auditors will explain how crifical
interviews were corroborated and describe the resuits of analysis of the
evidence. As part of the overall assessment of evidence, auditors should:

Reassess the audit period and timeliness of data to make sure everything is still
relevant — Review audit documentation and evidence received, including but not
limited to: Statement of Facts, consultation with legal services, and discussions
with AIGA and 1G.

Determine if the rigk assessment is still valid - A review of the risk assessment
in relationship to the audit objective(s) should be considered. If additional
procedures have been added to the audit program; consideration should be
given to determine if the original risk assessment requires adjustment.
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Review adjustments made fo the audit — The audit procedures steps is a work in
progress and may require adjustments depending on variables that arise during
fieldwork. The changes to the audit may require adjustments to the audit program
that can permeate throughout the entire audit process. As such, the auditor
should determine how these adjustments impact the sufficiency of evidence.

Review results; were objectives answered and findings fully developed —
Review supporting evidence 1o ensure evidence obtained fully supports the
objectives. Supporting documentation should not contain any extraneous
information that doas not support the audit report. Applicable workpapers
generally reference the scope of work done. Workpapers walk the reader through
the audit work done enabling a compiete understanding from the beginning of the
audit through the report process, enabling the reader to come to the same
conclusion as the auditor.

Determine if evidence is sufficient fo answer the audit objectives — Information
collected during fieldwork stage in the form of testimenial, evidentiary,
documentary and physical answer questions pertaining to the audit objective(s).
Auditors are responsible for the collection of this evidence and summarizing it in
the workpapers. Sufficiency of evidenca is detarmined by the reasonableness of
the overall documentation in satisfaction of the audit’s objective(s).

Determineg if evidence is sufficient to suppoert the findings — Auditors summarize
the results of work and determine if the evidence collected is reasonable to
establish if overall findings are supported by the evidence accumulated,

The summary workpapers described in Section 5.6 of this Chapter wiil form the
basls for the overall assessment of evidence,

5.5 DEVELOPING ELEMENTS OF A FINDING AND RECOMMENDATIONS

Elements of a Finding — A well-developed finding typically contalns four
attributes - criteria, condition, cause, and effect. As the auditors perform detailed
audit work and collect evidence, they determine which of the four attributes the
evidence supports. Each attribute is described in detail below.

Critetia ~ The “what should be.” Criteria are the standards, measures,
expeactations of what should exist, best practices, and benchmarks against which
performance is compared or evaluated.

Condition — The “what is.” The condition is information on a situation that exists.
Typically a condition is a preblem or an opportunity for improvement. The
condition is a statement of fact and describes what the audit found. The condition
will clearly explain the nature, extent, and frequency of the deficiencies or errors,
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. Non-Monetary Recommendation: A recommendation that has no monetary
effect but recommends actions to change policies, procedures, and/or practices.
This type of recommendation improves compliance with legal requirements, or
improves the efficiency and effectiveness of systems, programs, and operations,
or improves internal controls.

Recommendations: As the auditors are developing findings, they should also
begin considering what recommendations they will make to address the
identified problems, A recommendation is the action needed to correct or
eliminate recurrence of the cause. A recommendation should address the
underlying or reot cause and be specific. A recommendation is:

« constructive and encourages improvements;

« in most cases, recommented corrective action can be completed
within 1 year;

v directed at resolving the root causes of identified problems; «

action oriented, gpscific;

» addressed to one individual who will have full accountability to
implement the recommendation; and

« feasible and cost-effective.

Racommendations should also be made basad on the monetary effect of
findings as previously discussed. These types of recommendations can be
monetary or non-monetary. When recommending funds put to better use,
auditors may use statistical projections. Questioned costs are based on what is
observed, therefore, auditors will not use projected guestioned costs in
recommendations.

5.6 AUDIT DOCUMERNTATION

Workpaper Requirements — Auditors must prepare audit documentation
related to planning, conducting, and reporting for each audit. Workpapers
should be sufficiently detailed to enable an experienced auditor, having no
previous connection to the audit, to understand the nature, timing, extent, and
results of audit procedures performed, the audit evidence obtained, its source
and the conclusions reached. Workpapers should be relevant, accurate, clear,
concise, and grammatically correct. Supplementary oral explanations should not
be needed. Workpapers should not contain any extraneous information that
does not support the audit report.

Workpaper Preparation — The auditor prepares all workpapers
in on audits and attestation engagements.
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A useful element of condition [s the extent it varies from the criteria (for example,
was performance 5% or 50% shott of the expectation?),

Cause — The *why." The cause is the reason for the problem, or the reason for
the difference between the expected and actual conditions. Knowing why or how
a condition occurred, or identification of the root cause, is essential to developing
meaningful recommendations. Each condition may have more than ong cause
that involves policies, procedures, and practices established by management.

Effect - The "so what.” The effect is a clear, logical link to establish the impact or
potential impact of the difference between the situation that exists (condition) and
the required or desired state (criterla). The effect Identifies the outcomes or
consequences of the candition. After identifying the difference between “what
should be” (criteria) and “what is” {condition), the auditors need to determine the
impact of this difference on the program, activity, or function being audited.
Auditors should develop the effect to the point that it convinces a reader that the
reported cause warrants timely corrective action. The effect can be monetary or
non-monetary. To the extent possible, monetary effects should be quantified.

OIG uses three types of monetary effects:
« Questioned Costs ~ Unsupported

» Questioned Costs — Other
eFunds Put to Better Use

The first three types are defined as follows and are governed by Section 6.f
of the Inspector General Act:

Questioned Cost — Unsupported: A finding that, at the time of the audit, such cost
is not supported by adequate documentation.

Quastioned Gost — Other: An alleged violation of a provision of a law, regulation,
conftract, grant, cooperative agreement, or other agreement or document
governing the expenditure of funds, or a finding that the expenditure of funds for
the intended purpose is unnecessary or unreasonable.

Funds Put To Better Use: These are amounts that could be used more sfficiently
if the auditee implements reported recommendations. This type of benefit
focuses on savings of Federal funds.
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Exception ~ In the event the evidence is voluminous or a workpaper should be
prepared explaining the description and location of the evidence. The evidence
should be maintained in electronic form (or hard copy If not available in
electronic form) outside and such work must be protected and secured at all
times.

Required Workpaper Elements — Audit documentation generally
addresses the following elements:

» Purpose of the work performed.
« Source(s) of the data or information including the name, title, and

contact information of the Individual providing the information as well
as the source(s) of the data (i.e., identify the computer system,
database, or web site). When using a web page as evidence, the
auditor should record the web address and date the web page was
accessed. Auditors should include an image of the web page for
audit documentation.

» Scope of the work performed, including time periods reviewed,

descriptions of records or transactions examined, and possible
data

limitations.

» Methodology of the work perfermed.

« Results of the work performed. Should be developed to address each
step in the methodology.

» Conclusions should directly relate to the purpose of the work
performed. In other words, the conclusion should address/answer your
purpose.

Summary Workpapers — Auditors should prepare summary workpapers for
each objective. Summaries consclidate the results of various audit steps
relating to a particular objective or {opic. Summaries should answer the
objective and, if applicable, support the development of audit findings. These
summary workpapers can be used to document the overall sufficiency of
evidence.

Findings Summary — For each finding, the auditors should prepare a summary
workpaper, The summary will address each efement of the finding and clearly
define the deficiencies surrounding facts, causes, effects, and
recommendations.

Indexing and Referencing Workpapers - Workpapers are not complate until
they are properly indexed and referenced. Indexing and referencing
demonstrate the sufficiency of our work and facilitate supervisory and quality
control reviews,
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and report preparation. Indexes are created automatically in TeamMate when the
audit folders are created and when workpapers are added. Referencing is the
process of annotating (linking) the report, summaries, or other documentation to
icdentify specific sources and details used as support, Auditors must reference
workpapers by linking to supporting documents as appropriate to allow an
exparienced auditor with no previous connection to the audit to ascertain from
the workpapers the evidence that supports the auditors’ judgments and
conclusions.

At a minimum, in general, auditors reference summary workpapers to suppotting
or detailed workpapers and detailed workpapers o source dosuments. AlGA
ensures workpapers prepared by the auditors have been propetly referenced
prior to submission for 1G review.

Exclude Extraneous Information — Audit documentation that does not
support the audit report is unnecessary and should not be maintained. This
may include but is not limited to:

Unnecessary criteria

Revisions of discussion draft, draft, and final reports

Extra copies or versions of criteria and documentation
Evidence gathered but not used to support the audit objectives
Audit documentation that is not relevant

# & € = %

In addition, electrenic office and user files on ARC systems, laptops,
portable media and any manual records must be searched and
unnecessary audit documerntation deleted or discarded within 80 days of
report igsuance.

5,7 SAFEGUARDING AND RETENTION OF AUDIT DOCUMENTATION

Workpaper Safeguards — Auditors need to safeguard any data that has been
entrusted to our care for evaluation or audit purposes, Auditors should use only
government furnished equipment. Sensitive information, and information included
in a Privacy Act system of records is not made available to the public. The most
common types of such information include name, address, photegraph,
identifying number(s), education, home telephone number, criminal history,
employment information, employment/itesting performance information, marital
status, familiar information, organizational affiliation, financial transactions,
medical history, and confidential business information. The auditor safeguards
glectronic audit documentation and other audif documentation at all times to
prevent improper disclosure or premature release of audit findings and other
privileged, confidential, or sensitive information obtained during the audit.

Proper Disclosure or Release — The OlG-approved electronic workpaper
system and external audit documentation are official documents and are the
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property of the LS. Government and the Office of Inspector General and will not
be removed or released without specific supervisary approval, or destroyed
without an approved record retention schedule. Only the Inspector General or
AlGA can authorize the release of audit documentation to outside parties, Staff
should contact the OIG Counsel for assistance in making release
determinations concerning documentation of audit findings and other privileged,
confidential, or sensitive information obtained during the audit.

Encryption — Sensitive and Privacy Act information is considered to be "for
official use only” and must be protected accordingly. Because of the importance
and sensitivity of personaily identifiable information (PIl) and the inherently
mobile nature of auditors, all audit documentation on laptop computers or any
other form of portable media must be encrypted with OlG-approved encryption
software.

Limited Access — Audit documentation that requires limited access, even to
other CIG staff, shall be specifically confrolled. Examples include audits involving
privacy act information and audits of information technology security. Such audits
will be limited to only those persons who have a specific need for access.

Coilecting Sensitive and Privacy Act Information — Whan the audit
objectives call for the collection of personal information, it must be handled as
sensitive and/or confidential, The most common types of Privacy Act information
include name, address, photograph, identifying number(s), education, home
telephone number, criminal history, organizational affiliation, financial
transactions, and mecdical history.

In case OIG contractors obtain and maintain sensitive or Privacy Act
information, the responsible OIG staff ensure the contractor's compliance
with these requirements,

Written Notice Te Solicit Sensitive Information — When requesting personal information about
individuals from any scurce, staff must be able to demonstrate that the specific information
requested is necessary to carry out our responsibilities under the Inspector Genetral Act, OIG
staff requesting such personal information must also have a specific "heed to know” related to
the audit objectives and must ask only for necessary data.

Staff must provide written notice (or oral notice during a telephone interview) when they soficit
personal information, including social security numbers, directly from an individual. No notice is
required when an agency requests personal information about an individual from someone
other than that individual, or from an entity or organization.
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The following is an acceptable notice o be given to individuals in
conjunction with a personal interview, or as part of the standard introduction
of a telephone interview:

As authorized by the Inspector General Act, the ARC Office
of Inspector General is conducting an audit of the Program.
We would fike to ask you about your participation in this
Program. We may use your cormments to recontmend
changes fo the Program. The Privacy Actf requires that we
inform you that providing any personal information is
voluntary. We also need to inform you that your answers will
be documented and subject to limited disclosure for official
purposes ohly.

Procedures that include Interviewing Individuals suspected of illegal activities or
whose eligibility for program services might be affected by their answers
require staff to use different warning notices. Siaff are required to contact the
Office of Legal Services for assistance in developing these notices,

Audit Finalization — Use guidance contained in the Statement on Auditing
Standards (SAS) 103, Audit Documentation. SAS 103 specifically prohibits
auditors from deleting or discarding existing audit documentation after the 60-
day period, and requires appropriate documentation of any subsequent
additions.

Retention of Audit Documentation ~— OlG-approved electronic audit
documentation and hard copy working papers are refained for three years after
the end of the fiscal year in which all audit recommendations are closed. Working
papers may be destroyed after that time.

5.8 CONSULTATION WITH OIG Counsel

ARC Counsel should be consulted whenever there are questions about compliance with
statutory and regulatory provisions, including but not limited to the Paperwork Reduction Act,
Computer Matching Act, and Privacy Act; OA access to records; criteria used by auditors, or;
other specific matters requiring or benefiting from legal review or advice. Counsel may also
be consulted to obtain legal reviews related to OIG projects, reports, and operations. The
following guidelines apply:

Substantive Legal Issues — OIG staff should consult with counsel when substantive legal
issues arise regarding the use and interpretation of judicial or administrative opinions, agency
legal opinions, statutes, regulations, criteria, and related legal matetials. While staff may
discuss audit issues and other non-controversial matters with atlorneys representing audited
parties or Commiission programs, staff should not engage in interpretive legal discussions with
attorneys and should refer these matters to OIG Counsel.

Page 5-11



Chapter 5 — Field Work

Access to ARC Records — The Inspector General Act require ARC
agencies to provide the OIG with access to needed records, reports, and
other information. ARC employees are required to cooperate fully with

Office of General representatives, and contractors acting on their behalf, during
the course of audit activities, Such cooperation includes; (1) being available for
interviews and oral explanations; (2) furnishing information, data, reports,
documents, or other matetials which are relevant to the audit; (3) rendering
assistance as requested by the OIG in analyzing and interpreting the
information, data, reports, documents, or other materials provided; and (4)
arranging adequate space and facilities for OlG auditors when onsite audit work
is belng performed. Initial requeasts for information may be informal.

If cooperation is not provided, the IG provides the agency with a written
request detalling what information and/or cooperation is needed and

indicating a reasonable time period for the information and/or cooperation to
be provided. If the agency continues to not provide requested information and/
or cooperation, the 1G will consult with 1G Counsel about appropriate action.

Access to non-ARC Records — Staff should consult with the 1G, and
Counsel regarding issues related {o access te non-ARC records,
including records from other federal agencies, state and local agencies,
and private individuals or entities, during the course of an audit or
attestation engagement. These issues include, but are nof limited to:

Negotiating or otherwise discussing, with an auditee or other non -
ARC entity or individual, their counsel, or their agent, any special considerations or
conditions associated with OIG’s access to records, OIG's use and disclosure of such
records, pledges of confidentiality, or the conditions under which the OIG maintains
records obtained during an audit;

- Entering into any written agreements regarding access to records;

- Complying with any Federal or state statutes or regulations which
may impact a particular request for access to records;
- Coordinating access in instances where there is a concurrent or
otherwise ongoing criminal investigation; or
- Determining the need for an OlG administrative subpoena, drafting an

appropriate subpoena, following OIG procedures for the service and return of a
subpoena and, if needed, enforcing a subpoena,

Disclosure of Information — OIG staff should consult with the 1G Counsel before disclosing
information obtained through official business to any outside parties, including Congress,
ARC, other governmental agencies, the media, and the public. .
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5.9 COMMUNICATION WITH AUDITEE

Communicating frequently promotes efficiency and effectiveness during
the planning, fieldwork, and reporting phases. Key phases requiring
effective communication include but are not [imited to:

+ Engagement

s Statement of Facts

« Request for information
+ Discussion Draft

« Draft Report

+ Final report

+ Representation letter

Protocols — IG and AIGA are the responsible parties for contact with
agency heads.

5.10 COMMUNICATION WiTH HEADQUARTERS - OPEN
5.11 SUPERVISION AND REVIEW

Audit supervision involves providing sufficient guidance and direction to staff assigned to the
audit to address the audit objectives and follow applicable standards, while staying informed
about significant problems encountered and reviewing the work performed, The nature and
extent of the supervision of staff and the review of audit work may vary depending on a
number of factors, such as the complexity and significance of the work and the experience of
the staff. The AIGA is responsible for directing the efforts of the auditors to ensure that the
audit objectives are accomplished. .

The IG or AIGA supervises work to ensure that evidence, conclusions, and findings are

adequately documented and the audit plan is completed. The following will provide evidence
of the supervisory review:

The AIGA supetvises work to ensure that evidence, conclusions, and findings are
adequately documented and the audit plan is completed. The following will provide
evidence of the supervisory review:

- Audit Deliverables: research document, approved planning document,
audit plan
- Status reports
- Coaching notes
-« Supervisor's sign off of
workpapers

- TeamMate's workpaper history file
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- Team meetings
- Report Routing, Control, and Issuance Checklist
For work performed under confract with an IPA, see Chapter 13, Use of Contractors.

Workpaper Reviews -— The 1G or AIGA will conduct timely, periodic reviews of
workpapers to ensure that the project is progressing satisfactorily and the workpapers
adequately support the findings, judgments, conclusions, and recommendations.

Supervisory reviews ensure the auditors:
~ prepared workpapers in accordance with GAGAS and OIG policy,
- addressed project objectives;

~ obtained sufficient and appropriate evidence;
- supported conclusions and judgments in the workpapers; and

- referenced all workpapers approptiately and accurately.

All workpapers supporting the repett findings and recommendations need to be signed
off before the report is issued.

Workpaper Sign-off — AIGA must sigh off on all summary workpapers for each objective and
all finding summaries6. The audit cannot be finalized until all programs, summaries,

procedure steps, attached workpapers, and exceptions are signed-off, and all coaching notes
are closed.
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CHAPTER 6

AUDIT REPORTING

6.0 PURPOSE

This chapter establishes policies and responsibilities for reporting audit results,
findings, conclusions, and recommendations to auditees in accordance with
Generally Accepted Government Auditing Standards

(GAGAS). This chapter applies to performance audits, financial audits, and
attestation engagemants. If a requirement does not apply to a specific audit type,
it will be noted in the chapter. Additional requirements for financial audits and
attestation engagements can be found in chapters 4 and 6, respectively.

6.1 GOVERNING CRITERIA
Generally Accepted Government Auditing Standards, December 2011

« Standards for Financial Audits, 4.17-4.45
s Standards for Attestation Engagemeants 5.18-5.44
» Reporting Standards for Performance Audits, Chapter 7

6.2 POLICY

The OIG will communicate the results of each completed audit in a draft report
issued to the agency audited. After incorporating the agency’s response fo the
draft report, a final report will be issued. The final report should contain (1) the
objective(s), scope and methedology of the audit; (2) the audit results, including
findings, conclusions, and recommendations, as appropriate; (3) a statement of
comphliance with GAGAS; (4) a summary of the views’ of responsible officials
and a complete copy of the agency’s response to the draft report; and (5) if
applicable, the nature of any confidential or sensitive information omitted.

If an audit is terminatad before it is completed and an audit report Is not
issued, auditors will consuit with the 1G to decide whether and how to
communicate the reason for terminating the audit to auditee officials.

Auditors will communicate audit results to auditees through written closeout
memorandums, alert memorandums, discussion drafts, drafts, final reports,
special reports, and exit conferences.

OIG prepares and issues audit reports in accordance with applicable standards
to the appropriate agency head for every completed audit. When the agency
head is the subject of an allegation addressed in the report, or when the report’s
recommendations require cotractive action at the
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Agency Head level, the report is issued to the Agency Head. Reports
affecting more than one Agency can be jointly addressed and issued to all
impacted Agencies.

The reporting process differs depending on whether the audit relates to: (a) a
program, operation, or function carried out directly by ARC personnel

(hereafter referred to as agency audits); or (b) a grantee, subgrantee, contractor,
or subcontractor (hereafter referred to as non-Federal entity audits).

Discussion draft and draft reports of agency audits are issued for comment to
agency heads, as well as other key ARC executives who would be
knowledgeable about the matters reported on or who would be responsible
for addressing issues ralsed in the report. The discussion draft is an
oppartunity to meet with the agency to discuss audit results, findings, and
recommendations, and fo obtain informal comments, Draft reports are
provided to obtain written comments,

Discussion draft and draft reports of ARC non-Federal entity audits are issued
for comment to the non-Federa! eptity, Additionally, when non-Federal entity
reports recommend ARC officlals take action, discussion drafts and drafts are
provided to a agency head for informal comment (discussion draft) and formal
written comment (draft).

6.3 REPORT FORMAT- To Be ldenitified
6.4 AUDIT CLOSEQUT MEMORANDUM

The |G determines, based on professional judgment, that an audit should be terminated.
Determining how and when to communicate the reason for terminating the audit to the
agency ot hon-Federal entity will depend on the facts and circumstances. In most cases, the
IG will prepare a memorandum or letter to notify the agency or non-Federal entity the audit is
being terminated.

Terminated Prior to Completing the Design Phase — For audits terminated during the
design phase, the closeout memorandum or letier states the audit objectives and the reason
for terminating the audit. The memorandum or letter states that the termination does not
preclude the OIG from conducting an audit of the area at a later date.

Terminated During Field work — For audits terminated after the design phase and during
field work, the closeout memorandum or letter states the audit objectives, scope, and
methodology. The memorandum or letter states why the audit was terminated and discloses
issues the auditors identified, if any, but that were not significant enough to warrant further
work.
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6.5 ADDRESSING THE REPORT

Reports will be addressed to the agency official with the authority to provide
an official agency response and implement corrective actions in response to
the audit.

6.6 REPORT ELEMENTS

Audit reports will contain the following elements, as required by GAGAS: (1)

objectives, scope, and methodology of the audit; (2) background; (3) criteria; (4)

scope of work on internal controls and deficiencies in internal controls, as applicable; (5)
instances of fraud, as applicable; (8) audit results, including findings, conclusions, and
recommendations, as appropriate; (7) statement about the auditors compliance with GAGAS;
(8) summary of the views of responsible officials; and (9) if applicable, the nature of any
confidential or sensitive information omitted.

Objectives, Scope, and Methodology — Auditors should include in the report a description
of the audit objectives, scope, and methodology used for achieving the audit objectives, This
information is needed by report users to understand the purpose of the audit, the nature and
extent of the audit work performed, to provide perspective as to what is reported, and to
understand any significant limitations in audit objectives, scope, or methodology. Scope and
methodology are presented separately.

Audit Objectives should be communicated in a clear, specific, and neutral manner to explain
why the assighment was undertaken and what the report is to accomplish. The report presents
the results for all audit objectives, including those that do not result in findings and
recommendations. When audit objectivas are limited but broader objectives could be inferred
by users, the report should state that certain issues were outside the scope of the audit in
order to avoid potential misunderstanding.

Scope is the depth and coverage of work undertaken to accomplish the audit objectives. The
scope section should state that the audit was performed in accordance with GAGAS, and
identify the specific set of standards (financial, attestation, or performance) under which the
audit was made.

The scope section should identify the organizations and geographic locations visited, the
period covered, the kinds and sources of avidence obfained, and any significant limitations or
uncertainties with the evidence. As applicable, the scope section should explain the
relationship between the audit universe and what was sampled.

If the audit did not follow GAGAS, the report should disclose any applicable standards that
were not followed, and how not following such standards affected the results of the work. The
scope should report significant constraints on the audit approach as a result of scope
impairments and data [imitations and access. For example, limitations on the reliability of
computer-processed data should be disclosed. (If such data are critical to the audit objectives,
the auditor should refrain from drawing unwarranted conclusions or making recommendations
based on data that are not determined to be reliable.)
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Methodology is the approach used and activitles undertaken to answer the

audit objectives. To maintain a clear distinction between scope and

methodology, a separate section is presented to describe the audit

methodology. This section should address the evidence gathering, data

reliability, and analytical and comparative techniques used, and if sampling

a was employed, the sampling design and whether the results can be projected to the universe.

Background — Information s used to establish context for the overall message and to
help the users of the report understand the findings and significance of the issues
discussed.

Criteria — Laws, regulations, contracts, grant agreements, standards, measures,
or benchmarks that are significant to the audit objectives used to support findings
and conclusions.

Internal Controls — Auditors should report on internal controls as follows:

Financial Audits and Aftestation Engagements — Auditors should report, as applicable to
the objectives, and based upon the work petformed, significant deficiencies in internal contro,
identifying those considered material weaknesses.

Performance Audits — Auditors should include in the audit report: (1) the scope of their work
on internal control and (2) any defictencies in internal control that are significant within the
context of the objectives. When auditors detect deficiencies in internal control that are not
significant to the objectives of the audit, they may communicate those deficiencies in a
separate management letter to officials of the audited entity and refer 1o that letter in the audit
report. However, if the deficiencies are clearly inconsequential considering both qualitative and
quantitative factors, auditors should use professional judgment in determining whether or how
to communicate such deficiencies to officials of the audited entity. Auditors should include in
their audit documentation evidence of all communications about internal control deficiencies
found during the audit.

Fraud and Non-compliance — GAGAS requires all Instances of the following to be reported
as a finding: (1)fraud, (2) hon-compliance with provisions of laws, regulations, contracts, and
grant agreements, or {3) abuse that has elther oceurred or Is likely to have occurred, which is
significant within the context of the objectives of the audit.

Audit Results — The audit results should answer the question pesed by the objective. A
result desctibes the condition found and affirms whether the auditee is meeting applicable
criteria. Audit results should, to the extent possible, include the elements of criteria, condition,
cause, and effect to assist the auditee and oversight officials in understanding the need for
corrective action. While the elements of a finding depend on the audit objective, all four
elements should normally be addressed in reports,
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Auditors should report conclusions, as applicable, based on the audit objectives
and the audit findings. Report conclusions are logical inferences about the
program based on the auditors’ findings, not merely a summary of the finding.

Conclusions are more compelling when they clearly lead to the auditors’ recommendations
and convince the user of the report that the action is neaded.

Recommendations — Care must be taken fo ensure recommendations are practical, cost-
effective, and verifiable. Recommendations should be;

- developed to assure their feasibility;

- designed to address or mitigate the cause of the conditions noted

- in most cases, possible t-i-mplement within 1 year;

- detailed so the auditee has an adequate basis for agreement,

~ disagreement, or presentation of alternative approaches, and will be

able to demonstrate that final action has been completed; and
- directed at the apprepriate action officials.

Reporting Views of Responsible Officials — Auditors will include the views of responsible
officials (agency comments). Including these views results in a more balanced report that
presents not only the auditors’ findings, conclusions, and recommendations, but also the

perspectives of the responsible officials of the audited entity and the corrective acticns they
may have proposed.

Auditors should also include in the report an evaluation of the comments, as appropriate.

GAGAS Statement — For performance audits, when auditors comply with all applicable
GAGAS requirements, they should include the following language, which represents an
unmodified GAGAS statement, in the introduction to the audit report and in the scope section:

We conducted this performance audit in accordance with generally accepled government
auditing standards. Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our findings and
conclusions based on our audit objectives. We believe that the evidence obtained provides a
reasonable basis for our findings and conclusions based on our audit objectives.

When auditors do not comply with all applicable GAGAS requirements, they should include a
maodified GAGAS compliance statement in the audit report that indicates which standards
were not followed or language that the auditor did not follow GAGAS.

Reporting Confidential or Sensitive Information — If certain information s prohibited from
public disclosure or is excluded from a report due to the confidential or sensitive nature of the
information, auditors should disclose in the
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report that certain information has been omitted, as well as the reason(s) or other
circumstances that make the omission necessary.

6.7 ALERT MEMORANDUM

During the audit, if the auditors identify a serious or urgent issue, either within or
outside the scope of the audit, they should not wait until the end of the audit to
report the issue when there is a strong likelihood that waiting until the audit
report's issuance would result in the loss of an opportunity to prevent or curtail
significant harm or resource loss. Instead, 1G should prepare an alert
memorandum to notify agency officials or the audited entity of the issue.
Because the alert memorandum presents facts found hefore an audit is
complated or facts found outside the scope of an ongoing audit, it does not state
that it is based on an audit performed in compliance with GAGAS,

An alert memorandum generally focuses on only one or two issues, The
memorandum should include sufficient information to add perspective and
demonstrate the sericusness of the issue; however, the memorandum does
not have to contain all the elements of a report or finding. For example, the
auditor may not know the cause, especially the root cause, of the condition or
its full effect. An alert memorandum sheuld include one or more
recommendations,

Alert memorandums are stand-alone documents issued in final without including
auditee comments. Depending on the significance of the reported conditions, it
may be appropriate to provide officials with an advanced copy prior to its official
release. Action officials are allowed 5-10 workdays to respond to the alert
memorandum. The alert memorandum and subsequent response are both
posted to the OIG public website.

6.8 MANAGEMENT LETTERS & COMMUNICATION OF OTHER MATTERS

Management letters may be issued in conjunction with any audit report to
communicate internal control weaknesses, immateriat violations of grant or
contract provisions, or other matters that do not rise to the tevel of significant
deficiencies, but that nonetheless warrant management attention and corrective
action. The underlying financial, attestation, or performance audit report refers to
the management lefter, which should be read in conjunction with the audit report.
Management letters are in the form of memoranda from the AIGA to the agency
head to which the underlying report was directed including management letters
stemming from audits of non-Federal entities,

When based on professicnal judgment, the AIGA determines that matters that
come to the auditors’ attention are clearly inconsequential, the AIGA determines
whether and how to communicate them to appropriate officials. For example,
the auditors can discues such issues at the exit
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conference. The audit workpapers should contain evidence of such
comminications.

6.9 REPORT REFERENCING

Referencing the report is an essential step in assuring overall audit report quality,
Each line, section, and paragraph in the report, including OIG conclusions and
management comments, must be referenced to supporting workpapers. All final
reports must be referenced before release. Depending on circumstances, the
AIGA or may require referencing and an QCR or Independent Reference
Review (IRR) of discussion draft or draft reports, in which case only changes in
the final report will be referenced as follows:

+ Tothe extent practical, reports should be referenced to summary
workpapers. The summary workpapers must be referenced to the
corrobarating supporting details.

« All figures, amounts, dates, and titles appearing in the report must be
supported by information in the workpapers. A referencer should not
have to perform computations to determine how a reported figure was
determined.

-+ When the AIGA or require referencing of a discussion draft or
draft report and there are no significant changes between the
discussion draft, draft, and final reports, the auditors may reference the
final report to the referenced discussion draft or draft report. If the final
report changed significantly from the discussion draft or draft report,
then the changes in the final report must be referenced.

6.10 REPORT SYNOPSIS

Based on discussion and conciusions regarding the audit findings and proposed
report message, the auditors prepare a report synopsis. The synopsis
summarizes the audit resuits, findings, background, audit objectives, scope, and
recommendations. .

Routing and Approval — The routing and approval of the report synopsis

and subsequent reports (discussion draft, draft, and final) is through the AIGA
and IG.

6.11 COORDINATION WITH COUNSEL

The release of any report {(discussion draft, drafi, or final) containing data that may affect
angoing investigations must be coordinated with 1G Counsel documented in the workpapers,
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6.12 NOTIFICATION OF FINDINGS AND RECOMMENDATIONS

During the course of audits that are large, complex, and involve many parties
and agencies, auditors may consider communicating findings and
recommendations fo the auditee in advance of the discussion draft report.

6.13 DISCUSSION DRAFT (DD} REPORT & EXIT

The reporting process differs depending on whether the audit relates to: (a) a
program, operation, or function carried out directly by ARC personnel; or (b) a
grantee, subgrantee, contractor, or subcontractor (non-Federal entity).

Discussion draft of agency audits are issued for comment to agency heads,
as well as other key ARC executives who would be knowledgeable about the
matters reported cn or who would be responsible for addressing issues raised
in the report. Tha discussicn draft is an opportunity to meet with the agency to
discuss audit resulls, findings, and recommendations, and to obtain informal
comments.

Discussion draft reports of ARC non-Faderal entity audits are issued for
comment to the non-Federal entity. Additionally, when non-Federal entity
reports recommend ARC officials take action, discussion drafts are provided to
a ARC Assistant Secretary or agency head for informal comment.

Discussion Drafts — The auditors prepare a DD report, which requires AIGA
approval, to advise ARC and non-Federal entity operating-level program
officials of the audit resulis and findings. The DD is an opportunity for the auditor
to obtain auditee’'s input and views on the report before it is issued for formal
comment. Accerdingly, the AIGA shoutd provide the DD to the auditee in
advance of the exit conference to facilitate a discussion of the report’s:

» Agcuracy

» Balance

» Completeness

» Tone

s Feasibility of recommendations

» Corrective actions planned or under way

The DD represents work-in-progress. Therefore, each page should include a "DISCUSSION
DRAFT" header. The cover of the report should include the disclosure statement below:

This Discussion Draft has been prepared for/by the ARC, Office of Inspector General,
as a basis for discussion of preliminary findings and recommendations with agency
management. It Is subject to ravision before it is formally issued as a draft audit report.
This document is provided to officials solely for review and commernt on the subjects
reported, Recipients of this document are not authorized to distribute or release this
information excent for official review and comment.
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Note: The I1G will only sign acceptance of the final report (see paragraph 3.15,
Final Reports).

Discussion Draft Transmittal - Once the AIGA approves the discussion draft
for release, the Audit Director transimlits the DD electronically or hand delivers it
to the ARC officials, If electronically delivered, the transmission should be in a
PDF file format to avoid the auditee’s ability to view comments and changes
made to the report prior to the AIGA approval. For a non-Federal entity audit, the
contractor or grantee audit faisons should receive a copy of the DD, The
transmittal letter requests the liaison to: (1) disseminate it to appropriate

‘need to know” officials for review, and (2) schedule an exit conference,
generally within 2 weeks.

Non-Federal Entities — When an audit report of a non-Federal entity
recommends ARC officials take action to improve a ARC process or procedure
that applies to the non-Federal entity, ARC management, not the auditee’s
management, is responsible for corrective action. For example, OlG may
recommend that a ARC Agency MHead improve monitoring for a non-Federal
entity. When a discussion draft includes such a recommendation, the Audit
Director's transmission to the ARC agency liaison will request informal agency
comments and an axit confarence. Conversely, recommendations to ARC
management, for which the auditee is not responsible for correcting, are not
included in the discussion draft provided to the non-Federal entity. Note; in such
cases, the auditors may have to conduct two exit conferences — one with the non-Federal entity
officials and one with ARC officials.

Exit Conference — Onca the |G has approved the DD report, the IG contacts the appropriate
ARC officials and the non-Federal entity's liaison to schedule an exit conference, generaily
within 2 weeks of the DD issuance. The objectives of the exit conference are to:

- describe results, findings, conclusions, and recommendations;
- obtain the auditee’s comments, including agreement or
disagreement with results;

- attempt to address auditees' concerns and resolve any
differences; and

explain the draft and final report clearance process,
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6.14 DRAFT REPORTS

Draft reports are provided to obtain written comments. Draft reports of agency
audits are issued for formal written comment to agency heads, as well as other
key ARC executives who would be knowledgeable about the matters reported
on or who would be responsible for addressing issues raised in the report. Draft
reports of ARC non-Federal entity audits are issued for formal written comment
to the non-Federal entily, Additionally, when non-Federal entity reports
recommend ARC officials take action, draft reports are provided to & ARC
Assistant Secretary or agency head for formal written comment.

Following the exit conference, the auditors consider the agency’s and/or
non-federal entity’s comments and make any changes deemed necessary or
appropriate to the DD to preparea the diaft report.

The AIGA transmits the draft electronically or hand delivers it to the ARC
agency audit lialson. If electronically delivered, the transmission should be in a
PDF file format to avoid the auditee's abllity to view comments and changes
made to the report pricr to the AIGA approval. If a non-Federal entity audit, the
contractor or grantee audit liaisons should receive copies.

Like Discussion Drafts, Draft reports represent work-in-progress. Therefore,
each page should contain a "DRAFT” header, and the cover of the Draft Report
should include the following disclosure statement:

This is a draft report prepared forfby ARC, Office of
Inspecter General, and is subject to revision before it is
released in its final form. This draft is provided to
officials solely for review and comment on the subjects
reported. Recipients of this draft are not authorized to

distribute or release this information except for official review and comment.

Note: The I1G or AIGA will only sign acceptance of the final report (see paragraph 6.15, Final
Reports).

Draft Report Transmittal Memorandum — For all reports, the 1G prepares the draft report
transmittal memorandum addressed to the agency head For reports to non-Fedesral entities,
the IGr drafts and issues the transmittal memorandum to the non-Federal entity’s action-level
official.

The transmittal requests that the agency (and the non-Federal entity officlal, if applicable)
provide a written response addressing the draft report's results and recommendations by a
specified date, usually within 2 weeks. Decisions on auditee requests for deadline extensions
will be made by the I1G or AIGA.
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When a draft report recommends ARC officials take action to improve a ARC
process or procedure that applies to non-Federal entities similar to the auditee,
the auditors also prepare a transmittal memorandum for the AIGA's signature.
The transmittal memorandum, which is addressed to the appropriate agency
head, requests agency management to provide written comments addressing
those recommendations addressed specifically fo the agency, Conversely,
recommendations to ARC management, for which the auditee is not
responsible for correcting, are not included in the draft report provided to the
non-Federal entity.

6.15 FINAL REPORTS

After receiving the auditee’s comments to the draft report, the auditors
prepare the final report, The auditee's comments are summatized in The
Briefly... and appropriate sections of the report, and they are included in their
entirely as an Appendix to the report.

The report is modified as necessary in view of the agency's comments on the draft report, In
addition, for agency reports, the auditors consider whether any corrective action plan Included
in the agency’s response is sufficient to resolve or close the audit recommendations,

Final Report Prepared by an IPA Firm — if an IPA firm under contract to OIG prepared the
final report should identify the audit was performed under contract to OIG and is a report of the
OlG.

Final Report Transmittal Memorandum — The IG prepares the final report transmittal. For
agency-level reports, the transmittal should request that the agency respond to the final report
within 60 days. It should also request agency management indicate agreement or
disagreement with the audit recommendations and the reasons for any disagreement, In the
case of agreement, the agency is requested to propose corrective actions that constitute a
reasonable plan for implementing the audit recommendation. The plan must include a time line
for accomplishing the proposed corrective actions and designate the individuals responsible.

For non-Federal entity reports, the transmittal should request that the Grant or Contracting
Officer issue a Final Determination within 180 days.

Report Dating — For performance audit reporis, the report issuance date will be the date the
report Is signed by the 1G.

A financial statement audit opinion and an opinion resulting from an attestation engagement
will be dated as of the date the auditor has obtained sufficient, appropriate audit evidence to
support the opirion. The opinion date will appear after the IG's signature. The report issuance
date will be the date the transmittal memorandum Is sighed by the IG, and will appear on the
report cover.

When an extended time lapse oceurs from the end of fisldwork to the Issuance of the report,
the auditors should make inquiries to the auditee and/or obtain
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additional information to determine whether conditions reported remain valid
and the report is not misleading. The IG must determine what changes or
disclosures to the report are necessary.

Posting of Reports to OIG Internet — Except for restricted distribution reports,
the audit reports are posted to the OIG's Internet site within days of release,

6.16 DISTRIBUTION QF REPORTS

The OIG will distribute the final report with a transmittal memorandum signed by
the 1G to the agency head of the program audited. A copy of the report may
also be provided to other program agency officials, as appropriate.

Final reports will also be distributed to Congress members who requested the
audit, Congressional aversight committees, OMB, GAQ, and other
stakeholders, as appropriate.

617 RESTRICTED DISTRIBUTION

The IG should consult with the 1G Counssl concerning the proper handling of
information that may be covered under the Privacy Act, Freedom of Information
Act, Trade Secrets Act, or other authorities, Additionally, some reports are
restricted due to security considerations.

. Absent unusual circumstances, information falling within these categories which
is included in reports or other documents is not made available to the public.
Where such information is necessary for the agency to respond to the report, it
is submitted to those with a "need to know” by separate document.

DD, Draft, and Final reports sometimes contain sensitive or proprietary
information that should be protected from improper disclosure. In such cases,
the following statement should appear on the report cover:

Notice — This repott contains gensitive information and is
restricted fo officlal use only. This report is being provided to
agency officials solely for their review, comment, and appropriate
action, [t contains sensitive information, which should only be
reviewed by individuals with a legitimate “need to know.”
Reciplents of this report are nof authorized to distribute or
release it without the express permission of the Office of
Inspector General.

O1G maintains all reports designated as restricted distribution in a separate, locked file
cabinet.
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CHAPTER 7
FINANCIAL AUDIT

7.0 PURPOSE

This section expands on Chaplers 1, 2, and 3, and provides special requirements for
performing financial audits.

7.1 GOVERNING CRITERIA
American Institute of Certifled Public Accountants (AICPA) Standards
Generally Accepted Government Auditing Standards, December 2011

« General Standards, Chapter 3
»  Standards for Financial Audits, Chapter 4

Financial Audit Manual (FAM)
Federal Information System Controls Audit Manual (FISCAM)

Office of Management and Budget (OMB) Bullatin No. 07-04, Audit Requirements
for Federal Financlal Statemends

7.2 GENERAL

GAGAS for financial audits are based on the standards daveloped by the AICPA,
The AICPA has established professional standards for financial audits that apply to
government financial statement issuers performad by IPA's. For financial audits,
GAGAS incorporates the AIGRA field work and reporting standards and the related
Statements on Auditing Standards (SAS) unless specifically excluded or modified by
GAGAS. [t should be noted that GAGAS describes ethical principles, and establishes
independence and other general standards, and additional fisld work and reporting
standards beyend those provided by the AICPA for performing financhal audits.

For the annual audit of the ARG financial statemenis to comply with the Government
Management Reform Act of 1994, auditors are required to follow the requirements of
the Government Accounting Office/President’'s Council of Integrity and Efficlency,
Finanelal Audit Manual (FAM) and Faderal Information System Controls Audit Manual
(FISCAM); and OMB guidance.

7.3 APPLICABILITY OF AICPA STANDARDS

GAGAS incorporates by reference tha AICPA Statemeants on Auditing Standards,
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7.4 ARDITIONAL FIELDWORK REQUIREMENTS

GAGAS establishes requirements for performing financial audits in addition to the
requirements contained in the AICPA standards. Auditors should comply with thase
additional requirements, along with the incorporated SASs, when citing GAGAS in their
reports.

Auditor Communication — In addition to the AICPA requirements Tor auditor
communicalion, when performing a GAGAS financial audit, auditors should
communicate pertinent information that in the auditors” professionat judgment needs to
be communicaled to individuals contracting for or requesting the audit, and © cognizant
legislative commitiees when auditors perform the audit pursuant fo a law or regulation,
or they conduct the work for the legislative committee that has oversight of the audited
entity.

Previous Audits and Aftestations — When performing a GAGAS audit, auditors should
evaluaie whether the audited entity has taken appropiiate corractive action to address
findings and recommendations from previous engagements that could have a matarial
effect on the financial statements or other financial data significant fo the audit
objectives. When planning the audit, auditors should ask managemant of the audited
entity to Idantify previous audits, attestation sngagements, and other studies that
directly relate to the objectives of the audit, including whether related recommendations
have hean implemented, Auditors should use this informetion in assessing risk and
determining the nature, timing, and extent of current audit work, iIncluding determining
the extent to which testing the implementation of the corractive actions is applicable to
the current audit objectives.

Fraud, Honcompliance, and Abuse — [n addition to the AICPA requirements
concerning fraud and noncompliance with provisions of laws and regulations, when
performing & GAGAS financial audit, auditors should extend the AICPA requirements
partaining to the auditors’ responsibilities Tor laws and regulations to also apply to
consideration of complance with provisions of contracts or grant agresments.

Developing Blements of a Finding - In a financial audit, findings may involve
deficiencies in internal control;, noncompliance with provisions of taws, regulations,
conhtracts, or grant agreements; fraud; or abuse, As part of a GAGAS audit, whan
auditors identify findings, auditors should plan and perform proceduras to develop the
slements of the findings that are relevant and necessary lo achieve the audit objectives.
The elements include condition, criteria, cause, and effect.

Audit Documentation - In addition to the AICPA reguirements for audit
documentation, audilors should comply with the following additional requirements when
performing a GAGAS financial audit:
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= Document supervisary review, before the report release date, of the evidence
that supporis the findings, concluslons, and recommendations containad in the
auditors’ report,

« Document any departures fromt the GAGAS requirements and the impact on the
audit and on the auditors’ conclusions when the audit is not in compliance with
applicable GAGAS reguirements due to law, regulation, scope Hmitations,
restrictions on access to records, or other issues impacting the audit.

Auditors should make appropriate Individuals, as weall as audit documentation, available
upon request and in a tmely manner e other auditors or reviewers. Underlying GAGAS
audits is the premise that audit organizations in federal, state, and local governments
and public accounting firms engaged to perform a financial audit in accordance with
GAGAS cooperate in auditing programs of common inderest so that auditors may use
others’ work and avokl duplication of efforte. The use of auditors’ work by other auditors
may be facilitated by contractual arrangements for GAGAS audits that provide for full
and timely accags to appropriate individuals, as well as audit documentation.

7.5 ADDITIONAL REPORTING REGUIREMENTS

In addition o the AICPA requirements for reporting, auditors should corply with the
following additional requirements when citing GAGAS in their reports:

Compliance with GAGAS - When auditors comply with all applicable GAGAS
requirements for financial audits, they should include a staterment in the auditors' report
that they performed the audit in aceordance with GAGAS,

Internal Control and Complianes ~Whan providing an opinion or a disclaimer on
financlal staternents, auditors should also report on Internal contro! over financia)
reporting and on compliance with provisiens of laws, regulations, contracts, or grant
agreements thal have a material effect on the financial statements. Auditors report on
internal control and compliance, regardless of whether or not they identify internal
control deficlencias or instances of noncompliance.

Auditors should communicate in the report on internal control over financial reporting
and compliance, based upon the work performed, (1) significant deficiencies and
material weaknesses in infernal control; (2) instances of fraud and noncompliance with
provisions of laws or regulations that have a material effect on the audit and any other
instances that warrant the atlention of those charged with governance; (3)
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noncompitiance with provisions of contracts or grant agreements that has a material
effect on the audil; and (4) abuse that has a material affect on the audit.

Auditors conclude, based on sufficient, appropriate evidence, that any of the followlng
gither has occurred or is likely to have occurred, they should include in their report on
Internal control and compliance the relevant information about:

« fraud and noncompliance with provisions of laws or regulations that have a
maleriat effect on the financial staternents or other financial data significant to the
audit objectives and any other instances that warrant the attention of those :
charged with goverhance, g

« noncompliance with provisions of contracts or grant agresments thathas a
matarial effect on the detenmination of financial statement amourts or other
financial data significant to the audit objectives; or |

¢ gbhuse that Is maierial, either quantitatively or qualitatively.

When presenting findings such as deficiencies in internal control, fraud, noncompliance
with provisicns of laws, regulations, contracts, or grant sgreements, or abuse, audilors
should develop the elements of the findings to the extent necessary, including findings
retatad o deficiencies from the previous year that have not been remediated,

Views of Responsible Officlals ~ If the auditors’ report discloses deficiencies in
internal control, fraud, noncompliance with provisions of laws, regulations, contracts, or
grant agresments, or abuse, auditors should obtain and report the views of responsible
officials of the audited entity concerming the findings, conclusions, and
recommendations, as wall as any planned corrective actions,

1
|
Auditors should also inciude In the report an evaluation of the comments, as ;
appropriate. When the audited entity's comiments are inconsistent or in conflict with the |
findings, concluglonhs, or racommendations In the draft report, or when planned
corrective actions do not adequately address the auditors' recommendations, the
auditors should evaluate the validity of the audited entity’s comments. If the auditors
disagree with the comments, they should explain in the report thair reasons for
disagreement. Conversely, the auditors should modify their report as necessary if they
find the comments valid and supported with sufficient, appropriate avidence,

Confidential and Sensitive Information - If certain pertinent informaticn is prohibited
from public disclosure or is excluded from a report dus to the confidential or sensitive
nature of the information, auditars should disclose in the report that certain information

Page 7-4



Chapter 7 - Financial Audit

has been omitted and the reason or other circumnstances that make the omission
Necessary.

Distribution of Reports ~ Distribution of reporls completed in accordance with GAGAS
depends on the relationship of the auditers fo the audited organization and the nature of
the information contained in the repart. Auditors should document any limitation on
report distribution

7.6 ADDITIONAL CONSIDERATIONS

Due to the objectives and public accountability of GAGAS audits, additional
censiderations for financial audits completed in accordance with GAGAS may apply.
These considerations relate 1o.

Materlality ~ The AICPA standards require the auditor fo apply the concept of
materiality appropriately in planning and performing the audit. Additional considerations
may apply to GAGAS financial audits of government entities or entities that receive
govermiment awards.

Gommunication of Deflelencies - Early communication o these charges) with
gavernance or management may be important because of the relative significance and
the urgency for corrective foliow-up action. Further, when a control deficiency results in
noncompliance with provisions of laws, regulations, contracts, or grant agreements, or
abuse, early communication is important to allow management (o take prompt corrective
action to prevent further noncompliance.

7.7 ADDITIONAL REQUIREMENTS FOR ANNUAL COMMISSION FINANCIAL
STATEMENT AUDIT

Additional considerations are required to be considered when performing the annual
departmental financial staternant audit. The considerations relate to:

Applicability of the Financial Audit Manual - The annual Commission financial
statement audit should be conducted in accordance with FAM. The FAM presents a
methodology to perform financial statement audits of federal entities in accordance
with professional standards. The FAM provides a framework for performing financial
statement audite of federal entities in accordance with Government Auditing
Standards.

Applicability of the Federal Information Systems Contro! Audit Manual ~ The
FISCAM presents a methodology for performing information system conirol audits of
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federal and other governmental entifies in accordance with professional standards. The
FISCAM is designed to be used primarily on financlal and performance audits, which
includes the anmual departmental financial statement audit, and attestation
engagements performed in accardance with GAGAS, as presented in Government
Auditing Standards.

Applicability of Office of Management and Budget Guidance - Augits of Federal
financial statements are conducted according fo the reguirernents in OMB’s Bulletin No.
07-04, Audit Requirements for Federal Financlal Statements, as amendad. The Bulietin
established minimum requirements for audits of Fedsral financial statements.
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GHAPTER 8
ATTESTATION ENGAGEMENTS

8.0 PURPOSE

This section expands on requirements ncluded in Chapters 1, 2, and 3, and provides
special requirements for attestation engagements.

8.1 GOVERNING CRITERIA

Generally Accepted Government Auditing Standards, December 2011
» Standards for Altestation Engagements, Chapter 5

8.2 GENERAL

SAGAE for attestation engagements are based on standards developed by the AICPA.
GAGAS incorporates the AICPA ganeral standards on criteria, and the field work and
reporting standards and the refated Statements on Standards for Atlestation
Engagements (SSAE) unless spaciflcally excluded or modified by GAGAS. it should be
noted that GAGAS eslablished attestation engagement field work standards in addition
to the raquirements contained in the AICPA standards. Auditors should comply with
these additional standards when citing GAGAS in their attestation engagement reports,
The requirements and guidance contained in chapter 1 through 3 also apply to
attestation engagements performed In accordance with GAGAS.

An atfestation engagement can provide one of three levels of service as defined by the
AICPA, namely an examination, & review, or an agreed upon procedures engagement.
Auditors should determine which of the three levels of service apply to that engagemsnt
and refer to appropriate AICPA standards and GAGAS sections for applicable
recuirements and conslderations,

8.3 BACKGROUND

In an attestation engagement, auditors issue an examination, a review, or an agreed-
upon procedures report on a subject matter, or an assertion about & subject matter that
i5 the responsibility of another party. The subject matter of an attestation engagement
may take many forms, including historical or prospective performance or conditions,
physical characteristics, historical events, analyses, systems and processes, or
behaviors, Attestation engagerments can cover & broad range of financlal or non-
financlal subjects. Possible subjects of altestalion engagements could include reporting
on:

+ ARG compliance with requirements of specifisd laws, requlations, rules,
coniracts, or grants.
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» Effectiveness of ARC internal control over compliance with specified
requirements, such as those governing the bidding for, acgounting for, and
repotting on grants and confracts,

« Flnal comtract cost,

¢ Spedific procedures performed on a subject matier (agreed-upon
procedures).

» Specific ARC information or ARC manageinent’'s assertion on ARC
information.

8.4 EXAMINATION ENGAGEMENTS

Additionzal Fleld Work Reguirements for Examination Engagements

GAGAS establishes fleld work requirements for parforming examination engagements
in addition to the requirements contained in the AICPA standards. Auditors should
comply with These additional requirements, along with the relevant AICPA standards for
examination altestation engagements, when citing GAGAS in their examination reports,
The additional fleld work requirements relate to:

a. auditor communication;
b, previous audils and attestation engagements,

. fraud, noncompliance with provisions of laws, regulations, contracts, and grant
agreements, and abuse,

d. developing elements of a finding; and
e, examination engagement documentation.

Auditor Communication - In addition to the AICPA reguirements for auditor
sommunication, when performing a GAGAS examination engagement, auditors should
communicate partinent information that in the auditors' professional judgment needs to
e communicated to individuals contracting for or requesting the examination
engagement, and to cognizant legislative committees when auditors perform the
examination engagemant pursuant to a faw or regulation, or they conduct the work for
the leglslative committee that has oversight of the audited entity.

Previous Audits and Attestation Engagements ~ When performing a GAGAS

axamination engagement, audiiors should evaluate whether the auditec entity has taken

appropriate corrective action to address findings and recommendations from previous
engagements that could have a material effect on the subject matter, or an assertion
about the subject matter, of the examination engagement. When planning the
angagement, auditors should ask audited entity management {o identify previcus audits,
attestation engagements, and other studias that directly relate to the subject matter or
an assertion about the subject matter of the examination engagement belng
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undertaken, including whether relaled recommendations have been implemented.
Auditors should use this information In assessing risk and determining the nature,
timing, and extent of current work, Including delermining the extent to which testing the
implementation of the corrective actions is applicable to the current examination
gngagement objectives.

Fraud, Noncompllance with Provisions of Laws, Regulations, Contracts, and
Grant Agreaments, and Abuse ~ In addition 1o the AICPA requirements conceming
fraud, when performing a GAGAS examination engagement, auditors should design the
engagement to detest instances of fraud and noncompliance with provisions of laws,
regulations, contracts, and grant agresments that may have a material effect on the
subject matter or the assertion thereon of the examination engagement. Auditors should
assess the risk and possible effects-of fraud and noncompliance with provisions of laws,
regulations, coniracts, and grant agreements that could have a material effect on the
subject matter or an assartion aboul the subjact matter of the examination engagement,
When risk faclors are identified, audifors should document the risk factors identified, the
audilors’ response to those risk factors indiviciually or In combination, and the auditors'
conclusions,

Abuse involves behavior thal is deficient or improper when compared with behavior that
a prudent person would conslder a reasonable and necessary business practice given
the facts and circumstances, Abuse also includes misuse of authority or position for
personal financial interests or those of an immediate or close family member or
business associate. Abuse does not necessarily involve fraud, or noncompliance with
provisions of laws, regulations, contracts, or grant agreements, ‘

Because the determination of abuse is subjective, auditors are not required to detect
abuse in examination engagements. However, as part of a GAGAS examination
engagement, If auditors become aware of abuse that could be quantitatively or
qualitafively material, auditors should apply prosedures specifically directed to ascertain
the potential effect on the subject matler, or the assertion therson, or other data
significant to the objective of the examination engagement. After performing additional
work, auditors may discover that the abuse represents potential fraud or noncompliance
with provisions of laws, regulations, contracts, or grant agreements

Avoiding Interference with investigations or legal procesdings Is Important in pursuing
indications of fraud, noncompliance with provisions of laws, regulations, contracts, or
grant agreements, or abuse. Laws, regulations, or policles may require auditors to
report indications of carlain types of fraud, noncompliance with provisions of laws,
regutations, contracts, or grant agreemaents, or abuse to law enforcement or
investigatory authorities before performing additional audit procedures, When
investigations or legal proceedings are initiated or In process, auditors should evaluate
the impact on the current examination engagement. In some cases, [t may be
appropriate for the auditors to work with investigators or legal authorities, or withdraw
from or defer further work on the examination engagement or a portion of the
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examination engagement to avoid interfering with an angeing investigation or legal
procesding.

Examination Engagement Bocumaentation - In addition to AICPA requirements for
audit documentation, auditors should comply wilh the Tollowing additional requirements
when parforming a GAGAS examination engagement.

a. Prepara attest documentation in sufficient detail to enable an sxperienced auditor,
having no pravious connection o the examination engagement, to understand from the
documentation the nalurs, timing, extent, and results of procedures performed and the
gvidence obtained and its source and the contlusions reached, Including evidence that
supports the auditors' significant judgments and concluslons, An experienced auditor
means an individual (whether internal or external o the audit orgarization) who
nossesses the competencies end skills to be able to perform the examination
agngagement,

b, Document supervisory review, before the date of the examination report, of the
avidence that supparts findings, conclusions, and recommendations contained in the
gxanination report,

¢. Dogurment any departures from the GAGAS requireaments and the impact on the
angagement and on the auditors’ conclusions when the examination engagement is not
in compliance with applicable CAGAS reguirements due to law, regutation, scope
limitations, restrictions on access to records, or other issues impacting the audit

When performing GAGAS examination engagements and subject to applicable laws
and regulations, auditors should make appropriate individuals, as well as attest
documentation, avallable upon request and in a timely manner to other auditors or
reviewaers. The use of auditors’ work by other audilors may be faciltated by contractuat
arrangements for GAGAS engagements that provide for full and timely access to
appropriate individualg, as well as attest documentation.

Additional GAGAS Reporting Regulrements for Examination Engagements

[n addition to the AICPA requirements for reporiing on examination engagemaeants,
auditors should comply with the following additlonal requirements when citing GAGAS iIn
their examination reports. The additional reporting requirements relate to:

a, reporting auditors’ compliance with GAGAS;

b. reporting deficiencies in internal control, fraud, noncompliance with provisions of
laws, regulations, contracts, and grant agreaments, and abuse;

¢, raporling views of responsible officials;

d. reporting confidential or sensitive information; and distributing reports.
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Reporting Auditors’ Compliance with GAGAS - When auditors comply with all
applicable GAGAS requirements for examination engagements, they should include a
statement in the examination report that they performed the examination engagement in
accordance with GAGAS, Because GAGAS incarporates by reference the AICPA’s
general attestation standard on erileria, the field work and reporting altestation
standards, and the corresponding SSAEs, GAGAS does not require auditors to cite
compliance with the AICPA standards when citing complance with GAGAS.

Reporting Deflclencies In internal Control, Fraud, Noncompliance with Provisions
of Laws, Regulations, Contracis, and Grant Agreements, and Abuse — When
performing GAGAS examination engagements, auditors should report, based upon the
work performed, (1) significant deficiencies and material weaknesses in internal control:
(2) instances of fraud and poncompliance with provigions of laws or regulations that
have a material effect on the subject matter or an assertion about the subject matter
and any other Instances that warrant the attention of those charged with governance;
{3) noncompliance with provisions of contracts or grant agreements that has a material
effect on the subject matler or an assertion about the subject matter of the examination
engagement; and (4) abuse that has & material effect on the subject matter or an
assertion about the subject matler of the examination engagement, Auditors should
include this information either in the same or in separate repori(s).

Deficiencies in Internal Contrel - In addition to the AICPA requirements concermning
internal control, when performing GAGAS examination engagements, including
attestation ehgagements related fo internal control, auditors should include in the
examination report all deflciencies, even those communicated early, that are considered
to be significant deficiencies or material weaknasses.

Fraud, Noncompliance with Provisions of Laws, Regulations, Contracts, and
Grant Agreements, and Abuse - When performing a GAGAS examination
engagement, and auditors conclude, based on sufficlent, appropriate evidence, that any
of the following either has agccurred or is lkely to have occurred, they should include in
thelr examination report the retevant information about

a. fraud and noncompliance with provisions of laws or regulations that have a material
effect on the subject matter or an assertion about the subject matter and any other
instances that warrant the attention of those charged with governance,

b. noncompliance with provisions of contracts or grant agreements that has a material
effect on the subject matter or an assertion about the sublect matter, or

c. abuse that is material to Ihe subject matter or an asserfion about the subject matter,
either quantitativaly or qualitatively,

When auditors detect any instances of noncompliance with provisions of contracts or
grant agreements, or abuse that have an effect on the subject matier or an asserfion
about the subject matter that are less than material but warrant the attention of those
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charged with governance, they should communicate those findings in writing to audited
antity officials,

When fraud, noncompliance with provisions of laws, regulations, contracts, or grant
agreements, or abuse either have occurred or are likely {0 have ocourred, auditors may
consult with authorities or legal counsel about whether publicly reporting such
information would compromise investigative or legal proceedings, Auditors mey limit
thair pubic reporting fo matters that would not compromise those proceedings and, for
exampsle, report only on information that is already a part of the public record.

Presenting Findings in the Examination Report -~ When performing a GAGAS
examination engagement and presenting findings such as deficiencies in internal
control, fraud, noncompliance with provisions of laws, regulations, contracts, or grant
agreemertts, or abuse, auditors should devalop the elsmants of the findings to the
extent necessary. Clearly developed findings, assist management or oversight officials
of the audited entity in understanding the need for taking corrective action, and assist
auditors in making recommeandations for corrective action. If auditors sufficiently
develop the elements of a finding, they may provide recommendations for corrective
action,

Reporting Findings Directly to Parties Qutside the Audited Entity - Audlitors should
report known or likely fraud, noncompliance with provisions of laws, regulations,
condracts, or grant agreements, or abuse directly to parties outside the audited entity in
the following two clreumstances.

a. When entity management fails o satlisly legal or regulatory requirements to report
such information fo external parties specified In law or regulation, auditors should first
comimunicate the failure to report such information t© those charged with governance. If

the audited entity still does not report this information o the spaecified external parties as

soon as practicable after the auditors’ communication with those charged with
governance, then the auditors should report the information directly to the specified
external parfies.

b. When entity management fails {o take fimely and appropriate sleps to respond to
known or likely fraud, noncompliance with provisions of laws, regulations, contracts, or
grant agreements, or abuse that (1) is likely to have a material effect on the subject
matter or an assertion about the subject matter and (2) involves funding receivad
directly or indirectly from a government agency, auditors should first report
management’s failure o take timely and appropriate steps to those charged with
governance, If the audited entity still does nof take timely and appropriale steps as soon
as practicable after the auditors’ communication with those charged with governance,
then the auditors should report the entity’s failure to take limely and appropriate steps
directly to the funding ageney.
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Auditors should obiain sufficlent, appropriate evidence, such as confirmation from
outside parties, o corroborate assertions by management of the audited entity that it
has reported such findings in accordance with laws, regulations, or funding agreements,

Reporting Views of Responsible Officials - When performing a GAGAS examination
engagement, if the examination report discloses deficiencies In intermal control, Traud,
rancompliance with provisions of laws, regulations, contracts, or grant agraements, or
abuse, auditors should oblaln and report the views of responsible officials of the audited
entlty concerning the findings, conclusions, and recommendations, as well as any
planned corractive actions.

Providing a draft report with findings for review and comment by responsible officials of
the audited entity and others helps the suditors davslop a report that Is falr, complete,
and objective, Including the views of responsible officlal results in a report that presents
not oply the auditors’ findings, conclusions, and recommendations, but alsa the
perspactives of the responsible officials of the audited entily and the corrective actions
they plan to take.

When auditors receive wiittert comments from the responsible officials, they should
include in their report a copy of the officlals’ written commaents, or & summary of the
commeits received. When the responsible officials provide oral comments only,
auditors should prepare a summary of the oral comments and provide a copy of the
summary to the responsible officials to verify that the comments are accurately stated,

Auditors should also include in the report an evatuation of the comments, as
appropriate. In cases in which the audited entity provides technical comments in
addition to its written or oral conuments on the report, auditors may disclose in the report
that such comments were received.

When the audited entity’s comments are inconsistent or in conflict with the findings,
conclusions, or recommendatlons In the draft repaort, or when planned corrective actions
do not adequately address the auditors’ recommendations, the auditors should evaluate
ihe validity of the audited entity’s comments. If the auditors disagree with the comments,
they should explain in the report thelr reasons for disagreement. Conversely, the
auditors should modify thelr report as necessary if they find the comments valid and
supportad with sufficient, appropriate evidence.

If the audited entily refuses to provide comments or is unable to provide comments
within & reasonable period of time, the auditors may issue the report without receiving
comments from the audited entity. In such cases, the auditors shoukd indicate in the
report that the audited entity did not provide comments.

Ristributing Reporis - Distribution of reports completed in accordance with GAGAS
depends on the relationship of the auditors to the audited organization and the nature of
the information contained in the report. Auditors should document any limitation on
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report distribution, The following discusston outlines distribution for reperts completed in
accorclance with GAGAS:

a. Audit organizations in government entities should distribute reports fo those charged 1
with governance, to the appropriate audited entity officials, and to the appropriate
oversight bodies or organizations requiring or arranging for the engagements. As
approptiate, auditors should also distribute coples of the reports to other officials who
have legal oversight authority or who may be responsible for acting on engagement
findings and recommandations, and o others authorized to recelve such reports.

by, Intemal audil organizations in government entities may also follow the institute of
Internal Auditors (A} Intermational Standards for the Professional Practice of Internal
Auditing. In accordance with GAGAS and ||A standards, the head-of the Internal audit
organization should communicate resudls to the parties who can ensure that the results
are given due consideration. If not otherwise mandatad by statutory or regulatory
requirements, prior to releasing results to parties outslde the organization, the head of
the intemal audit organization should: {1) assess the potential risk to the erganization,
(2} consult with senior management or legal counsel as appropriate, and (3) control
dissemination by Indigating the intended users In the report.

¢, Public accounting firms contracted o perfarm an examination engagement in
accordance wilh GAGAS shauld dlarify report distribution respensibilities with the
engaging organization. if the contracting firm 1 responsible for the distribution, it should
reach agreemaent with the party confracting for the engagement about which officlals or
organizations will receive the report and the steps being taken o make the report
available to the public.

Additional GAGAS Considerations for Examinati

on Engagements

Due to the abjectives and public accountability of GACAS examination angagements,
additional conslderations for examination engagements compieted in accordance with
GAGAS may apply. These considerations relete to

a. Materiality in GAGAS exarmninafion engagements, and

b, Early communigation of deficiencies.

Materiality In GAGAS Examination Engagemants ~ The AICPA standards require
that one of the factors to he considered when planning an attest engagement includes
preliminary judgments about attestation risk and matariality for attest purposes.
Additienal considerations may apply to GAGAS examination engagemeints of
government entities or entities that receive government awards.

Early Communication of Deficiencies - For some matters, early communication (o
those charged with governance or management may be important because of the
relative significance and the urgency for corractive Tollow-up action. Further, when a
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controf deficiency results In noncompliance with provisions of laws, regulations,
contracts, or grant agreements, or abuse, early communication is important to allow
management fo take prompt corrective action to prevent further noncompliance.

8.5 REVIEW ENGAGEMENTS

Addltfonal GAGAS Fleld Work Requlremients for Review Engagements

GAGAS establishes a field work requirement for review sngagements in addition to the
recuirements contained in the AICPA standards. Auditors should comply with this
additional requirement, along with the relevant AICPA standards for review
engagements, when citing GAGAS In their review engagement reports. The additiona
requirement relates to communicating significant deficiencies, matetial weaknesses,
instances of fraud, noncompliance with provisions of laws, regulations, contracts, or
grant agreemenis, or abuse that come to the auditors” attention during a review
engagement.

Communicating Significant Deflclencles, Material Weaknesses, Instances of
Fraud, Noncompllance with Provisions of Laws, Regulations, Contracts, and
Grant Agreements, and Abuse - If, on the basis of conducting the procedures
necassary to perform a review, significant deficiencies; material weaknesses; instances
of fraud, noncompliarice with provisions of laws, regulations, contracts, or grant
agreemernis; or abuse come (o the auditors’ attention that warrant the attention of those
charged with governance, GAGAS requires that auditors should communicate such
matters to audited entity officials,

Additional GAGAS Reperting Requirements for Review Engagements

GAGAS establishes reporting requirements for review engagements in addition to the
requirements contained in the AICPA standards. Auditors should comply with these
additional requirements when citing GAGAS in thelr review engagement reports. The
additional requirements relate to:

a. reporting auditors' cormpliance with GAGAS; and
b. disiributing reports.

Reporting Auditors’ Compliance with GAGAS - When auditors comply with alf
applicable requirements for a review engagement conducted in accordance with
GAGAS, they should include a statement in the review report that they performed the
engagement in accordance with GAGAS,

Distributing Reports ~ Distribution of reports completed in accordance with GAGAS
depends on the relationship of the audilors fo the audited organization and the nature of
the information contaired in the reporl. For GAGAS review engagements, if the subject
mafter or the asaertion involves material that Is classified for securily purposes or
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contains confidential or sensitive information, auditors should imit the report distribution.
Auditors should document any limitation on report distribution.

Additional GAGAS Ceonsiderations for Raview Engagements

Due to the objectives and public accountability of GAGAS review engagements,
additional considerations for review engagemenis performed in accordance with
GAGAS may apply. These considerations relate to

a. establishing an understanding regarding services o be performed; and
b. reporting on review engagemaents.

Establishing an Understanding Regarding Services fo be Performed -~

The AICPA standards require auditors {o establish an understanding with the audited
entity regarding the services to be performed for each attestation engagement. Such an
understanding reduces the risk that either the auditors or the audited antity may
misinterprat the needs or expectations of the other party. The understanding includes
the objectivess of the engagement, responsibilities of enity management, responsibilities
of auditors, and limitations of the sngagement.

Reporting on Review Engagements — The AICFA standards require that the audifors’
review raport be in the form of a conclusion expressed in the form of negative
assurance.

Because roviews are substantially less in scope than audits and examination
engagements, it is important to include all required reporting elemaents contalned in the
S8AEs, For example, a required etement of the review repoit is a statement that a
review engagemeant Is substantially less In scope than an examination, the objective of
which is an exprassion of opinion on the subject matter, and accordingly, review reports
express no such opinfon. Including only those elements that the AICPA reporting
standards for review engagements require or permit ensures that auditors comply with
the AIGPA standards and that users of GAGAS reports have an understanding of the
nature of the work performed and the results of the review engagement.

8.6 AGREED-UPON PROCEDURES ENGAGEMEMTS

Additicnal GAGAS Field Weork Requirements for Agreed-Upon Procedures
Engagements

GAGAS establishes a fleld work requirerment for agreed-upon procedures
asngagements In addition 1o the requirements contained in the AICPA standards.
Auditors should comply with this addifional requirement, along with the relevant AICPA
standards for agreed-upon procedures engagements, when citing GAGAS in their
agreed-upon procedures engagement reports. The additional requirement rejates lo
communicating significant deficiencles, malerial weaknesses, instances of fraud,
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noncompliance with provisions of laws, reguiations, contracts, or grant agreements, or
abuse that comes to the auditors’ attention during an agreed-upon procedures
engagement.

Communicating Significant Deflciencles, Material Wesknesses, Instances of
Fraud, Noncompliance with Provisions of Laws, Regulations, Contracts, and
Grant Agreements, and Abuse - If, on the basis of conducting the procedures
necessary to perform an agreed-upon procedures engagement, significant deficlencies,
material weaknesses, instances of fraud, noncompliance with provisions of Jaws,
regutations, contracts, or grant agreemenis, or abuse come to the auditors' attention
that warrant the attention of those charged with governance, GAGAS requires that
auditors should communicate such matters to audited entity officlals.

Additional GAGAS R@ggrfmq Regulrements for'ﬁmeeduﬂgoﬁ Procedures
Engagements

GAGAS establishes reporting requirements for agreed-upon procedures engagements
in addition to the requirements contained in the AICPA standards, Auditors shauld
comply with these additional requirements when citing GAGAS in their agreed-upon
procedures engagemert reports. The additional requirements relate fo

a. reporting auditors’ compliance with GAGAS,; and
b. distributing reports.

Reporting Auditors’ Compliance with GAGAS -~ When auditors comply with all
applicable GAGAS rsquiraments for agreed-upon procedures engagements, they
should include a statement In the agreed-upon procedures engagement report that they
performed the engagement in accordance with GAGAS,

Distributing Reports — Distribution of reports completed in accordance with GAGAS
depands on the relationship of the auditors 1o the audited organization and the nature of
the information contained in the report. For GAGAS agreed-upon procedures
engagements, if the subject matter or the assartion involves material that Is classified
for secwity purposes or containg confidential or sensitive information, auditors should
Hmit the report distribution. Auditors should document any limitation on report
distribution.

Additionatl GAGAS Considerations for Agreed-Upon Progedures Engagements

Due to the objectives and public accountability of GAGAS agreed-upon procedures
engagements, addifional considerations for agreed-upon procedures engagements
performed in accordance wilh GAGAS may apply. These considerations relate to:

a. eslablishing an understanding regerding servicas to be performed; and
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t. reporting on agreed-upon procedures engagements.

Establishing an Understanding Regarding Services to be Performed -

Tha AICPA standards require auditors to establish an understanding with the audited
entity (client) regarding the services to be performed for each altestation engagement.
Such an understanding reduces the risk that either the auditors {practitioner) or the
audited enlity may misinterpret the needs or expectations of the other party,

Reporting on Agreed-Upon Procedures Engagements — The AICPA standards
require that the auditors’ report on agreed-upon procedures engagements be in the
form of procedures and findings and specifies the required elemenis fo be confained in
the report,

Because GAGAS agresd-upon procedures engagements are substantially less in scope
than audits and examination engagements, it s Important not to deviate from the
required reporting elements contained in the SSAEs. For example, a required slement
of the report on agreed-upon procedures is a statement that the awditors were not
angaged fo and did not conduct an examination or a review of the subject malier, the
objectives of which would be the expression of an opinion or limited agsurance and that
if the auditars had performed additional procedures, other matters might have come fo
thelr attention that would have been reported. Another reguired element is a statement
that the sufficlency of the procedures is solely the responsibility of the spacified parties
and a disclaimer of responsibility for the sufficiency of those procedures.

The ARC G and AIGA are responsible for implementation of attestation standards.
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Appencdix A
EXAMPLE MANAGEMENT REPRESENTATION MEMORANDUM

Date:

MEMORANDUM FOR: ARG Office of Inspector General

FROM: [ARC Organization Management]
SUBJECT: ARG Management Assurance Concerning

[project Hife or ARG Crganization)

1 This Letter is in connection with your attestation engagement of (subject). The
(subject or criteria) is as of (date). This memorandum provides assertions for the
purpose of (specifically list assertions).

2. We confirm, 1o the best of our knowledge and belief, the following representations
made o you during the [examination, review, agreed-upon procedures], that thess
representations are accurate as of the date of your auditor’s report and pertain to
the period covered by the [subjact or assertion],

a. We are responsible for the fair presentation of [ARC organization subject matter or
assertion] bassed on the criteria selected.

b. The [subject or criteria] are fairly presented in conformity with XXX,

¢, We have made available 1o you all records and related data to the [assertions or
subject matter], all known matters contradicting the assertion, and any
communication from ragulatory agencles affecting the subject matter or the assertion
have bean discloged.

d. No events have ocourred subsequent to [date] that would have a material effect
on the [subject matter or refated asseriions].

&. [Representations made to the ARC-0IG in response to specific inguities.)

f [Other matters the ARC-OIG deeme appropriate.]
[Slgried]

[ARC Organization
Managernent]
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Appendix B
EXAMPLE ENGAGEMENT MEMORANDUM

Date:

MEMORANDUM FOR: [ARC Organization)

FROM: iG

SUBJECT: Engagement Memorandum for [project title

and projact numberi

(The first paragraph [s not needed If the alfestation review Is required.}

1. The purpose of this memorandum is to establish an understanding of the
arrangements for the [examination, review, agreed-upon procedures) of the [ARC
Organization]. The purpose of our [examination, review, agreed-upot procedures] Is
to [express an opinfon, provide negative assurance, or jssue a report of findings] of
the [ARC Organfzation] in compliance with Generally Accepted Government
Auditing Standards (GAGAS). Additionally, this engagement memorandum will serve
as ARC management's confirmation regarding our joint understanding of the
reliablity of the [assertions or subject matler] of [ARC Urganizafion].

fAuditor's Responsibilities]

2. The ARC~OIG wifl perform [examination, review, or if agreed upon procedures list the
specific procedures). The [examination, review, agreed-upon procedures] will be
performed In accordance with GAGAS, which incorporatas the financial audit and
attestation standards established by the American Institute of Certified Public
Accountants (AICPA), as implemaented by the Government Accountabitity Office
(GAQ). The ARC-CIG will follow the GAO or AICPA standards, as required, For
the prpose of this engagement, ARG-OIG will attest [to the subjsct or criteria
under reviewl. The ARC-01G will meet with [ARC arganization] as needed (o
discuss tha procedures belng used or followed, he results of the aliestation
engagement, and other issuss of interest to ARC management.
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Depending on the type of attestation being performed, choose one of the
Folfowing:

a. For this examination engagement, the client has engaged the ARC-0IG o
perform sufficient work 10 express an opinion on the [asserfions or subject matter]
hased on [selected criterial for the engagement, The ARC-OIG performs all
procedures necessary 1o assess inherent and control risk and to detect risk. These
procedures must include inspectlion, confirmation, and observation. Because an
axamination engagement provides a high level of assurance, the ARC OIG
requires a writlen assartion from [the client] before the engagement can proceed,

b. For this review engagement, the cliert has engaged the ARC~OIG to perform
sufficient work 10 express a conclusion and provide negative assurance on the
[assertions or suhject matier]. Because a review engagement provides a
moderate level of assurance, the ARC-0IG requires a writlen assertion from [the
client] before the engagemert can procead.

¢. For this agresd-upon proceduras engagement, [the client] has engaged the ARG~
OIG to issue a report of finding based on the procedures described below, The
ARC-~0IG is not engaged to perform, and will not perform, an examination with the
objective to express an opinion. The ARC-OIG will neither assist in the
preparation of the information raguired to perform the agreed-upon procedures nor
serve as an internal control function, which is the responsibiitty of the [ARC
Organization]. If circumstances impose restrictions on the performance of agreed-
upon proceduras, the ARC-0IG must withdraw from the engagement.

3. The work of the ARC~0OIG must result in one or more reports or memorandums
intended for the information and use of [ARC Organization} and must not be used by
those who have not agreed 1o the [examination, review, agreed upon procedures] or
taken responsibility for the sufficiency of the [assertion, subject matter, or procedurss)
for thalr purposes. The repor! will be a matler of public record, and its distribution will
not be linited.

4. [ARC Qrganization] responsibliities for the attestation engagement Include:

o Providing a written assertion (required for an exarnination or review engagement,
but optional for an agreed-upon procedires engagemaent).

» Fairly presenting the [ARC Organization] subject in conformity with [/ist specific
criterial.

s Complying with laws and regulations.

s Establishing and maintaining inlernal coniro! over [type of] reporls and data.

v Providing auditors with timely [subfect] data and other data necessary to
complele this engagement.

For additional information, please contact [Mr/Ms.] at [{X30Q XXX XX] or [Mr/Ms.] at
[(XXX) XXKXXXX],
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If this memorandum, including any attachments, sxpresses your understanding,
please sign below and return a copy of the signed memorandum to the [OIG Office]
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CHAPTER 8
NONAUDIT SERVICES
9.0 PURPOSE

This chapter establishes policies and procedures for performing nonaudit
SEIVICeSs.,

9.1 GOVERNING GRITERIA

Generally Accepted Government Auditing Standards, December 2011
Revision ' o

Provision of Nonaudit Services fo Audited Entities, 3.33 - 3.58

9.2 BACKGROURND

Auditors may provide professional services other than audits and aftestation
engagements, which are referred to as nonaudit services or consulting
services and include any services OIG provides that are not covered by
GAGAS, ‘

Howavar, in order to maintain a high degree of integrity, objectivity, and
mdependence for audits, in certain circumstances it is not appropriale for OIG
to perform audits or attestation engagements and provide nonaudit services
concurrently for the same organization.

9.3 RESPONSIBILITIES

iPAs and Other Contractors are required 1o comply with this chapter and
Chapter 13, Paragraph 13.4 Assessing Condractor Qualifications and
Independence, when performing nonaudit services under contract.

16 and AIGA evaluate requests for nonaudit services and determines
whether independence can be maintained, If readily apparent, the (G may
approve or decline the request for nonaudit services,

When OIG declines to provide nonaudit services, the 1G or AIGA will inform management of
the requesting organization by issuing a Memorandum Declining to Perform a Nonaudit
Sarvice. The memorandum will explain why the OIG determined that the requested nonaudit
service could not be provided, The memorandum will also provide a point of contast in case
the requestor wishes to further discuss the decision.
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9.4 ORGANIZATIONAL INDEPENDENCE WHEN PERFORMING NONAUDIT
SERVICES

0163 must evaluate whether providing nonaudit services would create an
independence impairment either in fact or appearance with respect to
entities they audit (refer to paragraph 9.5).

Gl should avoid situations that could lead reasonable third parties with
knowledge of the relevant facts and circumstances to conclude that the auditor
is not able (o maintain independence and is therefore not capable of exercising
objective and impartial judgment on all Issues associated with conducting and
reporting on the work.

9.5 QVERARCHING PRINCIPLES AND INDEPENDENCE
SAFEGUARDS

Two Overarching Principles ~ Before OlG agrees (© perform nonaudit
services, OIG management will carefully consider whether independence can be
maintained by applying two overarching principles:

«  Audit organizations must not provide nonaudit services that involve
performing management functions or making management decisions.

s Audit organizations must not audit their own work or provide nonaudit
sarvices In sluations where the nonaudit services ave significant or
material o the subject matter of audits.

independence Safeguards — If & nonaudit setvice does not conflict with either
of the overarching principles, and the AIGA approves the request for the
nonaudit service, tha service may be provided as long as the auditors comply
with the following safeguards:

» Document their consideration of t he nonaudit service, including
conclusions about the impact on independence.

e Fstablish and document an understanding with the audited entity
ragarding the objeclives, scope of work, any limitations of the
engagement, and product or deliverables of the nonaudit service,
including an understanding that management is responsible for the
results of the service.,

- Exclude personnel who performed nonaudit services from parforming
any related audit worle,

- Do not reduce the scope and extent of audit work beyond the level that
would be appropriate if the nonaudit services wete performed by ancther unrelated
party. '
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9.8 TYPES OF NONAUENT
SERVICES

Nonaudit services gensrally fall into one of three categories: (a) nonaudit
sarvices that do not impair the sudit organization's independence, (b)
nonaudit services thal would not impair Independence if supplemental
independence safeguards (previously discussed) are Implemented, and ()
nonaudit services that would impair independence,

Nonaudit services that do not impalr the audit organization’s
independence (Routine) - These include nonaudit services in which auditors
provide technical advice based on their technical knowledge and experiise.
These services ars considered “routine” or normal interaction between the
auditor and auditee. Thase "routing” services do not impair auditors’
independence with respect (o entities they audit and do not require auditors to
apply the supplemental safeguards. Examples of the types of sarvices
considerad technical advice include the following:

o Participating in management committees, working groups, or task
forces In an advisory capacity.
« Providing tools and methodologies, such as guidance and good
business practices, benchmarking studies, and internal control
assessment methodelogies that can be used by management.
s Answering tachnical questions.
s Providing training.
» Advising an organization regarding Implementing internal controls and
audit recommendalions,
= Providing information or dida to a requesting party without auditor
avaluation or verification of the informatiop or data.
» Assisting & legislative body or management by developing questions
for uge at hearings.
Nonaudit gervices that would not impair independencs if supplemental
independence safeguards (previousiy discussed) are implemented
{other-than-routine) — These services include performing fasks that directly
support an organization’s operation or provida information or data without providing
verification, analysis, or eveluation of data. These tasks are considered "other-than-routing”
nonaudit services.
Services that do not impalr OlGs independence with respect to the entifies they audit so long as
they comply with the suppiemental independence safeguards include:
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» Providing basic accounting assistance limited to services such as
preparing draft financial statements that are based on
management's chart of accounts that have baen approved by
management. If OIG provides basic accounting assistance, the
auditor should obtain documentation from management In which
management acknowledges the audit organization's role and
managemeani’s responsibility for the financial statements,

= Providing payroll services when payroll is not mateiial o the subject

matter of the audit or audit objectives. Buch services are limited to
using records and data approved by the eniity management.

+ Providing appraisal or valuation services such as reviewing the work of
the entity or a gpecialist employed by the entity whare management
has determined and taken responsibility for all significant assumplions
and data,

« Preparing an entity's indirect cost proposal or cost allocation plan
provided the amounts are not material to the financial statements and
management assumes responsibility for all significant assumplions and
data.

= Providing advisory services on information technology limited to
sarvices such as advising on system design, system instaflation, and
system security, if management acknowledges rasponsibility for
design, installation, and internal controj over the entity's system.

s Providing human resource services {o assist management in its

evaluation of potential candidates when the services are limited to
activities such as serving on an evatuation panel of at least thres
mdividuals to raview applications or interview candidates fo
provide input to management.

Monaudit services that would impalr independence (Not Permitted) — OIG
will not provide any nonaudit service that it determines will impair g
arganizational independence. Certain nonaudit services, by their very nature,
impalr an audit organization’s ability to comply with the overarching principles
of the independence standard. Therefors, OIG will not provida the following
nonaudit services:

« Staff will not serve as voting members of another ARC organization's
management committee.
- Staff will not make policy decisions that affect future direction and
operation of a ARC program.
- Staff will not supervise another ARC organization’s employees,;
ARC organization’s assets, such as inventorlas, equipment, or other assels owned,
leased, or otherwise in the arganization’s possession.
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« Staff will not design, develop, install, implement, or operate any

management system to inciude accounting, internal cantrol,
performance measurement, or information technology systems,

8.7 REQUEST FOR NONAUDIT SERVICES

Nonaugit services that do not impair the audit organization’s Independence
— OIG will generally accept a verbal requast for "routing” nonaudit services. OIG
will require a written request when 010 estimates the resources needed to
provide the nonaudit service are more than mintmal, when the requestor wanis
formal documentation, or when requesting CIG participation on a task force,
working group, or advisory team,

Nonaudit services that would not impalr independence if supplemental |
incdependence safeguards (previously discussed) are implementad :
Otherthan-routing nonaudit services are hot considerad part of the normal

interaction between auditor and auditee; therefore, the auditee must request

the service in writing. Because OIG must malntain its organizational

independence while performing a requested nonaudit service, management of

the requesting organization must agrea to accept the responsibilities and

perform the functions described in paragraph 9.5, the second Independence

Safeguard, Evidence of requesting management’s oversight may he in the form

of meeting minutes and/or electronic mall traffic.

9.8 DOCUMENTING TIME CONDUCTING MONAUDIT SERVICES

Documenting Time for Routine Nenaudit Services — Auditors providing
routine nonaudit services must still comply with the underlying principles
retuired by the independence standard, but are not required to apply the
additional independence safeguards previously discussed.

e Incidental (less than 40 hours) tme spent on routine nonaudit services

should be recorded &s indirect time using Nonaudit Services.

« If greatar than 40 hours, establish a project code for charging time.
When OIG agrees {o participate on a task foree, working group, or
advisory team, OIG will issue a Memorandum for Participation in an
Advisory Capacity and have management co-sign the memorandum or
otherwlse indicale acceptance, The memorandum explains the OIG
role and limitations as an advisor,

Documenting Times for Otherthan-Routing Nonaudit Services —
Other-than-routine nonaudit services must comply with the undsriying principles required by
the Independence standard and apply the independence safeguards previously discussed.
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s Al lime spent on ofher-than-routine nonaudit setvices should be
charged to a project code and identifled as a nonaudlt
service.,

0.9 PERFORMANCE OF NONAUDIT SERVICES

OIG will perform the requested nonaudit services using procedures agresd to
hy the requester. When OIG issues a repott on a nonaudit service, the report
will clearly indicate that it is not an “audit” or "evaluation” and that the work was
not done in accordance with GAGAS. In additian, the report will describe the
objectives, scope of work, procedures, and standards that OIG used.

The report will contain a disclaimer on the front cover stating he
foliowing:

This document contains information provided as a nonaudit service to
[identify organization]. {If the document contalng data or Information,
indicate from where the datafinformation was obtained and that the
data or information was not varified or analyzed, that is, that no audit
nrocedures were performed on it.] Therefore, any work performed was
net done I accordance with GAGAS. However, prior to performing the
nonaudit service, we did determine that it would not impair our
indepandence to perform audits, evaluations, alfestation
engagements, or any other future ot engoing reviews of the subject.

Reports issued as a result of nonaudit services will be recorded in AIRS and
listed in the Semiannual Report Schedule, “Other Reports lssued.”
Depending on their significance, nonaudit services may be highlighted in the
hody of the Semiannual Report.
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CHAPTER 10
INDEPENDENCE AND ETHICAL PRINCIPLES

10.0 PURPOSE

This chapter establishes policies and responsibilities for ensuring
complignce with GAGAS Indepondence and ethical principles. In order for
work to be accepted by ARC management, Congress, and other significant
users, staff must be considered independent, serve the public interast, and
maintain integrity and objectivity.

10.1 GOVERNING CRITERIA
Generally Accepted Government Auditing Standards, December 2011

independence, 3.02-3.32, Appendix I, A3.02-A3.08, Appendix Il
Ehical Principles, 1.10-1.24

Code of Federal Regulations 5 CFR § 2635, ¢t seq.
10.2 POLICY

All OIG staff, including contracted audit services parsonnel, shall be indepandant
in mind and appearance in all matters relating to audit work,

Al OIG auditors, Including contracted audit services personnel, must serve the
public interest and meel the highes! standards of integrity, objectivity, and
professional skepticism. When subjected to conflicting pressures during audit
assignments, auditors must make declslons that arg consistent with the public
interest in the program or activity under review, They should observe both the
form and spirit of technical and ethical standards. Auditors need {o be
professional, objective, factual, honest, non-parlisan, and non-ideclogical in their
relationships with audited entities. They should be prudent in the use of
information and must not use It for personal gain or In a way that would be
defrimental 1o the legitimale and ethical objectives of the audited entity, Auditors
must use professional judgment when planning and performing audits and
attastation engagements and In reporting the results,

10.3 RESPONSIBILITIES
Auditors assigned to an audit project must remain cognizant of both real and

perceived threals (o Independancs and immediately notify their supervisor if they
are assigned to a project for which they have a change in status.

Page 10-1



Chapter 10 ~ Independence and Ethical Principles

(PAs and Other Contractors are required to comply with applicable sections
of the Handbook and GAGAS, as it relates to independence and ethics, whan
pearforming audit work under contract,

IG or AIGA, at the beginning of each project and throughout the course of the
project, will ensure all staff, including specialists involved with the project, are in
compliance with GAGAS independence requirements,

IG or AIGA, at the beginning of each project and throughout the course of the
project, will ensure all staff, including specialists mvolved with the project, are in
compliance with GAGAS independence requirements.

In cases where it is unclear that an auditor can be considered independent,
the |G will work with the AIGA, as necessary, to make a detarmination whether

the auditor remains on the project.

GG will ablain annual independence certifications for O1G staff required o
complete the certification (refer to paragraph 10.5).

10.4 CONCEPTUAL FRAMEWORK APPROACH TO INDEPENDENCE

Auditars should evaluate threats to independence using the conceptual framework when the
facts and circumstances under which the auditors perform their work may create or augment
threats to independence, The concepiual framework assists auditors in maintaining bath
independence of mind and independence in appeararice.

Auditors should apply the conceptual framework at the audit arganization, audit, and
individual auditor levels to:

- identify threats {o independence,

- evaluate the significance of the threat dentified; and

- apply safeguards as necegsary to eliminate the threats or reduce them to
an acceptable lavel,

Threals 1o independence are circumsiances that could impair indspendence, [f threats are
identified, auditors should determine whether the identified threats o independence are at
an acceptable level or have been eliminated or recduced to an acceptable level by applying
necessary safeguards.

If one or more of these threats affects an individual auditor's capabllity to perform the work and

report results impartially, then that auditor should discuss the threal with their supervisor to
determine how to resolve the threat, which might include reassigning the auditor. In sftuations
where QA cannot resolve the threat, the threat or threats should be reported in the seope
section of the audit report.
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Auditors should evaluate the following broad categaries of threats:

Self-interest threat — the threat that a finandial or other interest
will inappropriately influence an audilor's judgment or behavior;

Self-review threat - the threat that an auditor or audit organization that has
provided nonaudit services will not appropriately evaluate the results of
previous judgments made of services performed as part of the nonaudit
services when forming a judgment significant to an audit.

Blas threat — the threat that an auditor will, as a result of political,
ideological, sodlal, ar other convictions, take a position that Is not objective;

Famitiarity threat — the threat that aspects of a retationship with management or -
personne! of an audited entily, such as a close or long relationship, or that of

an immediate or close family member, will lead an auditor to take a position that is
not objective;

Undue influsnice threat — the threat that external influences or pressures will impact
an auditor's ability o make independent and objective judgments;

Management participation threat - the threat that results from an auditor's taking on the
role of management or otherwise performing management funclions on behalf of the entity
undergoing an audit; and

Structural threat - the threat that an audit organization's placement within a government
enfity, in combination with the structure of the government entity being audited, will impact the
audit arganization's ability to parform work and report results objectively. OIG auditors can be
presumed to be free from organizational impairments to independence when reporting
extarnally to third parties. Ol is organizationally independent from the audit entity, as shown
on the ARC Organizational Chart, In addition, the Inspector General Act of 1978 provides
statutory safeguards that mitigate the effects of structural threats to independence as
described in GAGAS 3.29 and 3.30,

10.5 ANNUAL INDEPENDENCE CERTIFICATION

QIG requires OIG stalf to disclose threats to independence that could affact the Impartiality or
the appearance of impartiality of their work.

Auditors will consider all ARC program areas and will apply the conceptual framework
approach to independence as established by GAGAS. This approach will assist auditors o
iderdify, evaluate, and apply safeguards to address threals to indepsndence,
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10.6 JOB BPECIFIC INDEPENDENCE CERTIFICATION

Cecasionally, other personnel may be called upon to assist the auditors but do not have a
direct influence on the ohjectives, methodology, data gathering and analysis and repori
messaga. For these personnel, the AIGA would have a conversation with the individuals and
atfirm they do not have a threat to Independence.

10.7 END OF PROJECT CERTIFICATION

The AIGA will certify that the auditors remained independent throughout the course of the
project, or certify and doctiment that any independence issues that arose were eliminated
or reduced to an accepiable fevel,

10.8 THREAT IDENTIFIED AFTER REPORT ISSUED

If a threat o independence 1s identified after the audit report is issued, the OIG should assess
the impact on the audit. If the OIG concludes that it did not comply with GAGAS, it should
determine the impact on the auditors’ report and nolify entity management, those charged with
governance, the requestors, or regulatory agencies that have Jurisdiction over the audited
entity, and persons known to be using the audit report about the independence threat and the
impact on the audit, This nolification should be In writing,

10.9 ETHICAL PRINCIPLES

Becausa auditing is essential to government accountability to the public, the public expects
audit organizations and auditors who conduet their work according to GAGAS to follow ethical
principles. Thase principles provide the foundation, discipline, and struciure which influence
the application of GAGAS.

The ethical principles that guide the work of auditors are!

- public Interest

~ integrity

- phjectivity

- proper use of goverriment information, resources, and
position - professional behavior

Public Interest — Defined as the collective well-being of the community of

people and entities the audilors serve, Observing integrity, objectivity, and independence in
discharging their professional responsibilities assists auditors

in meeting the principles of serving the public interest and honoring the public frust. These
principles are fundamental to the responsibilities of auditors and critical in the government
snvironment,

A distingulshing mark of an auditor Is acceptance of responsibility to serve the public inlerest.
This responsibllity is critical when auditing in the government environment, GAGAS embodies
the concept of accountability for public resources, which is fundamental {o serving the public
interest,
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Integrity - Public confidence in government is maintained and strengthened by
auditors performing their professional responsibilities with integrity. Integrity ncludes
auditors conducting their work with an aftitude that is objective, fact-based, nonpartisan,
and non-ideoclogical in regard to audited entities and users of the auditors' reports.
Within the constraints of applicable confldentiality laws, rules, or policies,
communications with the audited antity, those charged with governance, and the
individuals confracting for or requesting the audit are expected to be honest, candid, and
constructive,

Making decisions consistent with the public inferest of the program or activity under audit is
an important part of the principle of integrity. In discharging their professionat
responsibilities, auditors may encounter conflicling pressures from management of the
audited entity, various levels of government, and other likely users. Auditors may also
encounter pressures to violate ethical principles to inappropriately achieve personal or
organizational galn. In resolving those conflicts and pressures, acting with integrity means
that auditors place priority on their responsibililies to the public interest.

Dbjectivity -— The credibility of auditing in the government sector is based on auditors’
objectivity in discharging their professional responsibilities. Objectivity includes being
independent in fact and appearance when providing audit and attesfation services,
maintaining an attitude of impartiality, having intellectual honesty, and being free of conflicts
of interest. Avoiding conflicts that may, In fact or appearance, impair auditors’ objectivity in
performing the audit or attestation engagsment is essential to retaining credibility.
Maintaining objectivity includes a continuing assessment of relationships with audited
antities and other stakeholders in the context of the auditors’ responsibility to the puklic.

Proper Use of Government Information, Resources, and Positlon — Government
information, resources, or positions are {o he Used only for official purposes and not
inappropriately for the auditor's parsonal gain or In a manner contrary 1o law or detrimental o
the legitimate interests of the audited entity or the audit organization. This concept includes
the proper handling of sensitive or classified Information or resources,

In the government environment, the public’s right to the transparency of government
information has to be balanced with the proper use of that information. In addition, many
govaernment programs are subiect 1o laws and regulations dealing with the disclosure of
information. To accomplish this balance, exerciging disecretion in the use of Information
acquired in the course of auditors’ duties is an important part in achieving this geal,
Improperly disclosing any such information to third parties is not an acceptable practice.

As accountability professionals, accountability to the public for the proper use and prudent
management of governmaent resources is an essential part of auditors’ responsibilifies,
Pratecting and conserving govermnment resources and using them appropriately for authorized
activities are important elements in the public’s expectations for auditors.
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Misusing the position of an auditor for personal gain violates an auditor's fundamental
respongibilities. An auditor's credibility can be damaged by actions that could be perceived by
an objective third party with knowledge of the relevant information as improperly benefiting an
auditor's personal financial interests or those of an immediate or close family member, a
general partner; an organization for which the auditor serves as an officer, director, rustes,
or employee; or ah organization with which the auditor Is negotiating concerning fulure
employment.

Professional Behavior — High expectations for the auditing profession include compliance
with laws and regulations and avoidance of any conduct that might bring discredit to
auditors’ work, including actions that would cause an objective third party with knowledge of
the relevant information to conclude that the auditors’ work was professionally deficient,
Frofessional behavior includes auditors’ putting forth an honest effort in performance of their
duties and professional services in accordance with the relevant technical and professional
standards.
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CHAPTER 11

AUDIT SAMPLING

11.0 PURPOSE

This chapter establishes policies and procedures for performing nonstatistical
and statistical sampling and reporting sampling results. This chapter is not
intended to be a comprehensive guide to audit sampling.

11.1 GOVERNING CRITERIA
Generally Accepted Government Auditing Standards, December 2011

+ Sufficient and Appropriate Evidence, 4.11, 4.13, 4.15, 5.12, 5.14, 5.16 —
17, 6.56-8.68,

« Reporting Standards for Performance Audits — Objsctives, Scope, and
Methodology 7.09, 7.13

AICPA Audit Guide on Audit Sampling, May 1, 2008
SAS No 39, Audit Sampling

8AS8 No. 111, Amendment to Statement on Auditing Standards No. 39, Audit
Sampling

11.2 POLICY

When performing audits, auditors must determine if sampling should be used to
accomplish the audit objectives. When sampling is appropriate, auditors must
determine when statistical sampling is more appropriate than non-statistical
sampling. Auditors must prepare & sampling plan, in consultation with the OA
statistician. When sampling significantly supports auditors’ conclusions, the audit
report must describe the sample design and state why the sample design was
chosen and whether results can be projected to the intended population,

11.3 RESPONSIBILITIES

G or AIGA is responsible for the development of a sample plan that is
appropriate for the project and will support the audit objectives. In addition, the
IG or AIGA are responsible for the followlng:

* Approving the sampling plan and any changes to the sampling plan;
» Providing support to the audit team;
« Conducting interim evaluations of sampling results;

Fage 11-1



Chapter 11 — Audit Sampling

s Completing projections,

« Reviewing draft reports for accuracy in reporting sampling methodology
and sampling results;

» Defending sampling methodology and reliability of results as necessary;
and

« Reviewing IPA sample design and reliability of results.

Auditors, if available, have the overall responsibility to develop and
dacument the sampling plan in conjunction with the AIGA. Auditors must have
a full understanding of their sample objective and how they intend to use the
resuits.

Auditors are responsible for the following:

« Discussing all audits with the AIGA to explore whether to use
statistical sampling or nonstatistical sampiing. Auditors must involve the
AlIGA early in the process, when the review methodology is being
developed,;

» Ensuring the sample data provided to the AIGA are accurate and
reasonably complete, and advising the statistician of any irregularities in
the data that could affect the sampling plan or conclusions drawn from the
sample;

AlGA is responsible for training and supervising available audit staff fo ensure
that sampling procedures, done as part of the field work, are properly
completed and in accordance with the sampling plan. Additionally, IG or AIGA
will oversee the development of the sampling plan and approve any changes to
the sampling plan.

As necessary obtain services of a statistician.

11.4 SAMPLING APPROACH - NONSTATISTICAL V8.
STATISTICAL

Audit sampling is the application of an audit procedure 1o less than 100 percent
of the population for the purpose of evaluating some characteristic of the
population. All audit sampling involves judgment in planning and performing the
audit procedure and evaluating the results of the sample. There are two
apptoaches to audit sampling — nonstatistical sampling and statistical sampling.
Either approach, when properly applied, can provide sufficient evidential
maltter.

The sufficiency of evidential matter is related to the design and size of an audit sample, among

on both the objectives and the efficiency of the sample design.
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A properly desighed nonstatistical sampling plan that considers the same
factors that would be considered in a properly designed statistical sample can
provide results that are as effective as those from a properly designed statistical
sampling plan. However, there Is one important difference: statistical sampling
explicitly measures the sampling risk associated with the sampling procedure by
providing an explicit level of sampling risk (also expressed as its complement -
confidence or reliability) and allowance for sampling risk (that is, precision).

Statistical Sampling uses the laws of probability for selecting and evaluating
the sample for the purpose of reaching a conclusion about the population. In
addition, statistical sampling uses the law of probability to measure sampling
risk. It helps the auditor (1) design a sufficient sample, (2) measure the
sufficiency of the audit evidence obtained, and (3} quantitatively evaluate the
sample results.

Nonstatistical Sampling is any sampling procedure that does not permit the
numerical measurement of the sampling risk, The auditor relies on
professional judgment in evaluating the results and reaching an overall
conclusion.

11.5 SAMPLING RISK

Auditors should consider sampling risk when determining the sample
approach and developing the sampling plan.

Sampling risk is the probability that sample results are not representative of
the entire population. Sampling risk arises from the possibility the auditor's
conclusion may be different from the conclusion that would be reached if the
entire population were subjected to the same audit procedure,

Sampling risk includes the risk of assessing control risk too low and the risk
of assessing the control risk too high, as well as the risk of incorrect
acceptance and the risk of incorrect rejection.

» Risk of assessing confrol risk too low — The risk of over reliance on the
control caused when the control deviation rate observed in the sample is
less than the true deviation rate in the population.

« Risk of assessing control risk too high — The risk of under reliance on the

control caused when the control deviatlon rate observed in the sample
is greater than the true deviation rate in the population.

+ The risk of incorrect acceptance —~ The risk that material misstatement is
assessed as unlikely when, in fact, the population is materially
misstated.

-The risk of incorrect rejection — The risk that material misstatement is
assessed as likely when, in fact, the population is not materially misstated.

Page 11-3



Chapter 11 — Audit Sampling

In general, factors that may lessen sampling risk include:

+ Taking a larger sample

« Using random sample selection methods
« Stratifying the sample

+ Properly defining {est objectives

» Properly defining a deviation

« Properly defining the population

« Properly evaluating errors

11.8 DESIGNING A SAMPLING PLAN

With proper planning, sampling provides a practical and efficient means to
collect data that expends fewer resources and reviews fewer records or
transactions when it is not practical or cost effective to examine all records or
transactions in detail. Proper planning is eritical for auditors to obtain sufficient
and appropriate evidence to support findings and conclusions. Therefore, the
sampling plan must be an integral part of the overall audit plantiing process.

Sampling Plan Elements - Auditors must prepare a detailed sampling plan
for hoth statistical and nonstatistical sampling. Sampling plans will generally
address the elements contained in paragraph 11.7-11.14 (note - not all
elements will be applicable for nonstatistical sampling plans).

11.7 DEFINE TEST OBJECTIVES

Auditors must have a clear understanding of what they want to accomplish
with the sample. To define the test objective, auditors must first determine
whether the sample will be used to test a qualitative characteristic (attribute) or
a quantitative characteristic {(variable), or both,

The distinction is impottant because the methods eventually used to
determine optimum sample sizes and evaluate sample results differ.

Attribute sampling is a form of compliance testing that is qualitative in nature. [t
is used to reach a conclusion about a population in terms of a rate of
occurrence, or when the objective is to measure a certain atiribute of the
population, such as error rate, Attribute sampling should be used when the
objective is to answer the questions "how many” or “how often.”

Variable sampling is a form of substantive testing that is quantitative in nature.
it is used when the auditor desires to reach a conclusion about a population to
estimate dollar values, welghts, distances, time periods, costs, or other

measurable values that are variable in hature. Variable sampling should be used when the
objective is to answer “how much.”

Page 11-4




Chapter 11 — Audit Sampling

Dual-Purpose Sampling is a form of testing that is both qualitative and
quantitative in nature, It is used when the auditor desires to reach a conclusion
about & population in terms of a rate of occurrence, or when the objective is to
measure a certain atfribute of the population, such as error rate and to estimate
dollar values, weights, distances, time periods, costs, or other measurable
values that are variable in nature. Dual-purpose sampling should be used when
the objective is to answer “how many” and “how mugch.” In general the size of a
sample designed for dual purposes should be the larger of the samples that
would otherwise have been designed for the two separate objectives.

11.8 DEFINE POPULATION/SAMPLING FRAME

Auditors will define the population or sampling frame as it relates to the test
objectives. Auditors should determine whether the selected population Is
appropriate for the specific test objective, because sample results can be
projected only to the population frem which the sample was selacted, Also,
auditors will consider completeness of the population and identify
individually significant items to include for testing.

Population consists of all items of any clearly defined group of people,
events, class of transactions, contracts, geographic locations, time period,
etc., from which you will draw your sample. Population should include the total
number from which you wilt draw your sample and the time period covered. If
transactions, the population could be total number of transactions, value of
transactions, time period, &te. If contracts, the population could be the total
number of contracts, the value of contracts, time period, ste.

Also, auditors need to deflne the population based on the desired
sampling method (refer to paragraph 11.10 for the varlous sampling
methods). For example, If you select multistage sampling consisting of 4
stages, your population could be defined as:

Stage 1 — Number of Regions

Stage 2 - States within each region Stage
3 — Districts within sach state Stage 4 —
Personnel served by each district

Completeness — The auditor should consider whether the physical
representation includes the entire population. If the physical representation and
the population differ, the auditor might draw erroneous conclusions if the results
are projected to the entire population,

Identify individually significant items — Auditors use judgment to determine which items, if
any, represent individually significant items that should be individually tested and separates
them from the remaining population, which may be sampled. Individually significant items
could be identified by virtue of size, materiality, or risk.
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Sampling frame is the source material or device from which a sample is
drawn. It is a list of all those items within a population that can be sampled.

11.9 DEFINE THE SAMPLING UNIT

Tha auditor should define the sampling unit in light of what is being tested
and the type of records kept by the auditee. A sampling unit is any of the
individuat elements constituting the population. A sampling unit may bs, for
example, a document, an entry in a journal, a line item, or a single
transaction. In other words, what item, measure, or unit will the audit team
specifically test?

An overly broad definition of the sampling unit might not be efficient. For
example, if the auditor is festing a control over the pricing of invoices and each
invoice contains up to ten items, the auditor could define the sampling unit as
an individual invoice or as a line item on the invoice, If the auditor defines the
invoice as the sampling unit, the auditor would test all the line items on the
invoice, If the auditor defines the line items as the sampling unit, only the
selected line items need testing.

11.10 DETERMINE THE SAMPLING METHOD (DESIGN)

OCnes the auditor determines their overall test objective, the auditor defines
what sampling methad to use. OA uses the following fypes of statistical
sampling methods for either attribute or variable sampling or a combination of
the various methods,

Unrestricted Random Sampling selects units with equal probability and
without replacament. In other words, any unit selected in a sample cannot be
selected again for the same sample.

Stratified Sampling divides the population into groups called strata (relatively
homogeneous units). A sample is then drawn from each stratum fo obtain a
more efficient estimate of the total population, Stratified sampling minimizes the
variation within each stratum at the expense of variation between the strata.

Cluster S8ampling divides the population into groups or clusters (primary
sampling units). A number of clusters are selected randomly to represent the
population, and then all units (secondary sampling units) within selected
clusters are included in the sample, No units from non-selected clusters are
included in the sample, They are represented by those from selected clusters.

This differs from stratified sampling, where some units are selected from each group.

Multistage Sampling is like cluster sampling, but involves selecting a sample within gach
chosen cluster, rather than including all units in the cluster, Thus, multistage sampling involves
selecting a sample in at least two stages.
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The population is first subdivided into a number of primary sampling units. Some
of these units are then randomly selected as the sample of the first stage and
these units are then subdivided into a series of secondary sampling units. Some
of these secondary units are then randomly selected as the sample of the
second stage. This process can be repeated for third and further stages.

11.11 DETERMINE SAMPLE SIZE

Auditors, in consult with the AIGA, will determine the sample size based on the
sampling method, Determining sample size Is a very important issue because
samples that are too large may waste time, resources, and money, while
samples that are too small may lead to inaccurate results. Auditors must
determine the number of sample units to be Included in the sample. A sample
must be large encugh to give a good representation of the population, but
small enough to be manageable.

The size of the sample necessary to provide sufficient evidential matter
depends on the test objectives, population, and the efficiency of the sampling
method. In addition, an appropriate sample size is based on a number of factors
the auditor must consider, which vary depending on whether the sample
objective tests for attributes, variables, or both. These factors include population
variation, rigk, tolerable errcr rate or misstatement, and expected error rate or
misstatement.

Determine variation within the population — Variabliity is the degree to
which the units bsing measured are distributed throughout the population. A
heterogeneous population will be harder to measure precisely than a
homogeneous population. Therefore, the higher the degree of variability you
expect the distribution to be In your target population, the larger the sample size
must be to obtain the same level of precision.

Determine acceptable level of risk — Auditors will define the level of risk they
are willing to accept. The lower the acceptable risk auditors are willi9ng to
accept require a higher confidence level, therefore, a larger sample size is
neaded,

It may be practical to vary the risk in response to such factors as the
allowance for sampling risk (precision) and the explicit level of sampling risk
(confidence level).

- Precision is the planned allowance of sampling risk. It is the range or

tolerance at which the estimate of the population characteristics will fall at the stipulated
confidence level. Precision is usually expressed as a

plus-or-minus percentage, such as +/-5 percent, or as an amount, such as +/-$5,000. High
levels of precision (tighter precision) require larger sample sizes and higher costs to
achieve those samples.
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+ Confidence level is the explicit level of sampling risk. It involves the risk

you're willing to accept that your sample is within the average or “bell
curve” of the population. A confidence level of 80% means that, were
the population sampled 100 times in the same manner, 90 of these
samples would have the true population value within the range of
precision specified earlier, and 10 would be unrepresentative samples.
Higher confidence levels require larger sample sizes.

Consider tolerable error rate or misstatement — Tolerable error rate is the
maximum population rate of deviations the auditor will tolerate without
modifying the planned assessed level of control risk and risk of material
misstatement. Tolarable misstatement is the maximum error in the population
the auditor is willing to accept.

Consider expected error rate or misstatement — The auditor astimates the
expected error rate or misstatement by considering such factors as results from
prior-year tests, design of internal controls, and the control environment. There is
a direct relationship between expected error rate or misstatement and the
sample size, As the expected error rate or misstatement increases, the sample
size increases.

Auditors should work with the IG or AIGA to determine how to obtain this
information and whether the information they have obtained is adequate.
Auditors and the AIGA will review the relevant factors to establish the
appropriate sample size. The auditors will document the factors, how the
factors were selected, and the reasons for the sample size selected as part of
the sampling plan.

11.12 METHOD OF SELECTING THE SAMPLE

Auditors will explain how the sample items were selected for either statistical or
nonstatistical sampling. Sample items should be selected in such a way the
sample can be expected to be representative of the population. Therefore, all
items in the population should have an opportunity to be selected. These
principles apply whether one applies statistical or nonstatistical sampling. For
statistical sampling, it is necessary to use an appropriate random sampling
methed or systematic sampling. In nonstatistical sampling, the auditor should
use a sample selection approach that approximates random sampling.

tn addition, items selected must be valid and reliable. “Valid” means what you select is what
you intended to select. “Reliable” means if you repeated the selection process you would have
the same oufcome (consistent and stable).

While there are many sampling methods, OIG generally uses simple random sampling or
systematic sampling.
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Simple Random Sampling — Every combination of sampled units has the
same probability of being selected. To select a random sample, the auditor may
generate random numbers with a computer or select them from a random-
number table. Auditors will decument the source of the random numbers and
include a copy of the output in the audit documentation.

Systematic Sampling — Sometimes called interval sampling, this type of
sampling means there is a fixed gap, or interval, between each selection. This
technigue requires the first item to be selected at random as a starting point
for testing, and thereafter, every n"item is chosen. Systematic sampling may
include one or more random starts. Auditors will document the interval used,
rationale for the interval selected, and how they determined the random start,
They will also document the source of the numbers and include a copy of the
output In the workpapers.

11.13 PERFORMING THE TEST

After selecting the sample units, the auditors will examine the selected items to
determine If they contain any deviation. Prior to examining the selected items,
the auditor in charge will first establish measurement characteristics to guide the
auditors in performing the tests. The measurement characteristics establish
criteria auditors will use to determine whether a sample item entirely meets the
criteria of an error or only partially meets the criteria. The criteria should establish
specific decision resulis so all items will be treated in a like manner.

The measurement characteristics should addrass the followlng:

Define what constitutes an error — Identify the characteristics that would
indicate acceptable performance and define the possible deviation conditions
which should be considered an error. For attribute testing, an error could be a
difference in proceduras or a confrol missing. For variable testing an error could
he a difference in amounts. When defining an error, consider risk and
materiality or significance.

Unused or inapplicable items — How auditors treat unused or inapplicable
items is usually the same. As an example, a sequence of vouchers might
include unused vouchers or an intentional omission of certain numbers. If the
auditor selects such a document, the auditor should obtain reasonable
assurance the voucher number actually represents an unused voucher and
does not represent a deviation. The unused voucher may then be replaced with
an additional voucher.
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Inahility to examine selected items — [f a selected item cannot be located or
if the auditor is unable to examine the selected item for any other reason, the
auditor considers whether there are alternatives for performing the test on this
sample item, If not, the auditor should consider the selected item a deviation. In
addition, the auditor should conslder the reason for this limitation and the effect
it would have on the test objective.

During testing, auditors should periodically evaluate their results in consultation
with the AIGA to determine if there is a need to stop testing or adjust the sample
plan.

Stopping the test before completion — Occasionally the auditor might find a
number of deviations in testing the first part of the sample. As a result, the
auditor might believe the results would not support the planned assessed level of
condrol risk or any reliance on the control tested. Under these circumstances, the
auditor, in consultation with the AIGA, should reassess the level of controt risk
and consider whether it is appropriate to continue the test.

Re-evaluation of estimated population characteristics — Auditors should
test the viability of the samplse plan using approximately 30 of the items selected.
Auditors should consult with the AIGA at this time to discuss whether the results
are different from what was expected or whether the planned procedures work
and the results meet your expectations. The sample should also be evaluated to
determine if it is representative of the population.

The average value of the sample should be similar to the average value of
the population. If expectations are not met or if the average values are not
similar to the sample, the auditors, in consultation with the AIGA, may modify
the sampling plan or select a new sample.

11.14 EVALUATING THE SAMPLE RESULTS

After completing the examination of the sampling units, auditors will
summarize the deviations and evaluate the resuits in consultation with
the AIGA.

The purpose of the evaluation is to determine whether:
+ the results are acceptable based on the sample design and intended
purpose; or
- the results can be projected to the population.
In addition, the auditor should consider the qualitative aspects of the deviations

or misstatements. These include: (1) the nature and cause of the deviation,
such
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as whether it resulted from fraud or errors that arose from misunderstanding of
instructions or carelessness, and (2) the possible relationship of the deviations to
other phases of the audit,

The cause of the error is critical to understanding the nature of the problem and
making appropriate recommendations.

The AlGA will compare actual results with expected results and defermine if
the results are acceptabie. If the results are acceptable, the AIGA will make
the statistical projection. If the results are not acceptable, the AIGA will
consult with the audit manager and make a recommendation on what can be
reported.

11.15 DOCUMENTING THE SAMPLING PLAN

Audit documentation must fully and clearly document all aspects of the sampling
plan, to include the testing procedures and evaluating the resuits as described in
paragraph 11.4-11.14. This documentation must be prepared for each sample
(nonstatistical and statistical) and must comply with audit documentation policies
(refer to Chapter 5, Paragraph 5.6, Audit Documentation).

Documenting the Evaluation — Auditors are responsible for documenting how
the results are evaluated. The auditor should consult with the AIGA to gain a
thorough understanding of the methodology used to evaluate the results. The
auditors will include the following, as applicable:

« Evaluation software

+ Estimates used including rationale and calculation of estimates

+ Detailed summary of the deviations

« Determination of compliance and how calculated

» The calculation and analysis of the resulting precision percentage and any

actions taken for unacceptable precision
« The total value impact and how calculated
» The impact on other years/areas and how determined if applicable
+ Detalled estimation methodology

Using Exhibit A, Part 3, the following items will be completed and presented
to the statistician for estimating the results:

» Population
+ Sample Size
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Actual Number of Errors
Tolerable Error Rate
Expected Error Rate
Desired Precision
Confidence Levsl

# @ & B N

The results should be presented to the statistician based on the sample method
used. Evaluation and estimating the resuits will depend on the sample design.

Simple Random Sample Design:

+ Total # deviations for attributes
» Difference for each sample item between book value and audit value for
variables :

Stratified:
¢ Same kind of information for @ach strata.
Other designs:
« Statistician will provide you with sample data format he needs.

In addition to Exhibit A, auditors will document testing procedures to include the
purpose of the test, the procedures performed, how the deviations were
evaluated, the results, and any other details necessary to enable an experienced
auditor having no prior connection to the audit to understand the nature, timing,
extent, and results of audit procedures perforimed, the audit evidence obtained,
its source, and the conclusions reached.

11.16 REPORTING SAMPLE RESULTS

Genéral Requirements — When auditors use sampling during an audit, they
must inciude in the report the sampling information related to the scaope,
methodology, and findings. How the auditors may best report the results of the
sample depends on the techniques they used to evaluate the sample.

When reporting audit results, auditors may:

» Project sample results to the sample population only from statisticaily vafid
samples and only to those items that had a chance of being selected for
the sample.

+ Apply sample results from nonslatistical samples only to the reviewed
sample ltems and not project these sample results to the sample
population.
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* Not project the results from one audit site to other sites unless performed
as part of a statistically valid multi-site review, in which all sites had an
equal chance of being selected.

Methodology Section of the Report — For performance audits, auditors
will describe the following where applicable:

population or sampling frame

sampling unit

sample size

precision and confidence level

how the sample accomplishes the test objective

method used to evaluate the results and include whether the results
¢an be projected to the Intended population

*® & & = = »

Reporting Results — How to present the results for a performance audit will
depend on the type and objective of the sample. The sample resulis may be
reported as a narrative, in a table or as an exhibit. Regardless of the form of
presentation, the reported results must include the following for variable and
attribute sampling:

Variable ~ Generally, OIG uses projections for determining funds put to better
use, determining other monetary impact, or making other monetary based
conclusions.” For funds put to better use, OIG generally uses the point
estimate; however, one-sided projections or the range may also be
appropriate. The reported resuits should also include the confidence level and
precision,

Attribufe ~ OIG generally uses projections for reporting the extent of errors in
the population tested and supporting the related conclusions in the report. The
projections can be reported as a point estimate, range, or one sided projection.
Auditors will determine the most appropriate and meaningful way to present the
results based on the objective of the sample. The reported results should also
include the confidence level and precision.

" QA generally does not use projections for questioned cost. Questionad costs are generally
based on actual occurrences observed rather than projections.

Page 11-13



Chapter 11 - Audit Sampling

EXHIBIT A: SAMPLING PLAN

PART 1 - Initial Communication between the audit control point and the
statistician to determine the sampling plan.

[ Project Number

Audit Title

AlGA

IG

Lead Auditor (If Available)

1. Sample Test Objective:

2. Sample Approach: |
___ Statistical
Nonstatistical

3. Poputation:
Completeness verified?
[dentify individually significant items?
Sampling Frame:
4, Sampiing Unit.
5, Internal Control/Risk Assessment:  Low Moderate High
8. Expected Error rate; %
7. Precision Desired: 3% 5% 7% Other__
8. Confidence Level: 90%  95% Other___

PART 2 ~ Communication between the audit control peoint and the
statistician to complete the sample planning process.

9. Sampling Method (Design):
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10 Determine Sample Size:
Relevant Factors:
11 Method of Selecting Sample ltems:
o ..Random
______ Systematic
Explain:
Source of Random Numbers:
12. Perform the Tests:
Characteristics 1o be measured:
13. Evaluate Results:
14. Description of how results will be reported:
15. Determine variation within the population:
18. Determine acceptable level of risk:
Precision:
Confidence Level;

16, Tolerable error rate or misstatement;

18. Consider expected error rate or misstatement.

Factors:

19. Sample Size Based on Sample Method:

PART 3 - Evaluating and reporting the sample results.

20. Errors: (Based on sample design)

21, Comparison of actual results with expected resulis:

22, Are the results acceptable? If yes, explain.
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Include the calculation and analysis of the resulting precislon percentage and
any actions taken for unacceptable precision must be included.

If no, explain
23. What are the reportable amounts?

How will this be presented in the body of the report?
24, What estimation methodology was used?

How was the reportable amounts calculated?

How did we define our population/frame?

Our unit?

What is the time period?

Develop vour scope/methodology for the report:
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CHAPTER 12
AUDITING COMPUTER PROCESSED DATA

12.0 PURPOSE

This chapter establishes policies and provides guidance for auditing
computer-processed data® used to support findings and conclusions.

12.1 GOVERNING CRITERIA
Generally Accepted Government Auditing Standards, December 2011

+ Obtaining Sufficient, Appropriate Evidence 6.56-6.67

« [nformation System Confrols 6.23-6.27

« Reporting Standards for Performance Audits — Objectives, Scope, and
Methodology 7.09-7.13

GAQ Guidance
» Assessing the Reliahility of Computer Processed Data, July 2009
12.2 REQUIREMENTS

GAGAS requires auditors to assess the appropriateness of computer-processed
information when the information Is significant to the objectives. This is required
whether the information is provided to the auditors or auditors independently
extract it. The audit team should not commit to making conclusions or
recommendations based on the data unless the team is satisfied with the data
reliability.

The assessment should be performed as early as possible in the engagement
process and should not be considered a separate audit but rather a complement
to other audit procedures established as part of the audit plan.

Auditors will document all work performed ag part of the reliability assessment,
as well as any limitations that may exist due to shoricomings in the data. The
documentation should be: (1) clear about the steps the team took and the
conclusions it reached, and (2) reviswed by staff with appropriate skills and, if
needed, technical specialists.

® In this chapter, the term computer brocessed Information refers to computer processed data.
Data is a unit of information with an identifiable nemenclature such as a soclal security number, It
is sometimes raferred to as a data variable or data field,
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12.3 UNDERSTANDING RELIABILITY OF INFORMATION

Reliability of information consists of computer-processed data and includes: (1)
data entered into a computer system, and (2) data resulting from computer
processing. Computer-processed data can vary in form — from slectronic files to
tables in published reports.

To assess data reliability, the focus is on one test in the evidence standard —
appropriate. Tthe data’s appropriateness should be tested relative to its intended
purpose. In evaluating the appropriateness of the evidence, the auditor should
carefully consider any reason to doubt its validity, completenass, accuracy, or
consistency as follows:

» Valid - refers to whether the data actually represents what you think is
being measured. It means what you select is what you intended to
select.

+» Complete ~ includes all of the data elements and records based on
what should be included.

» Accurate - reflects the data entered at the source or, if available, in the
source documenis or other decumentary evidenca.

« Consistent — refers to the need to obtain and use data that are clear
and well-defined enough to yvield similar resulls in similar analyses.
Data consistency ensures that the data being entered, processed, and
reported is treated the same from period to period.

Reliability does not mean computer-processed data is error fres. It means any
errors found were within a tolerable range. In other words, the auditors assessed
the assoclated risks and found the errors were not significant enough to cause a
reasonable person, aware of the errors, to doubt a finding, conclusion, or
recornmendation based on the data.

In this context, risk refers to the likelihood that auditors will arrive at an incorrect
ot misleading conclusion in the audit report and that users of the report would
then make incorrect decisions or unintentional conclusions based on the report.

12.4 WHEN IT I8 NECESSARY TO ASSESS RELIABILITY OF INFORMATION

To decide if a data reliability assessment is necessary, auditors should consider
certain conditions, such as the engagement type and the planned use of the
data. Reliability should be assessed if the data to be analyzed are intended to
support the engagement findings, concluslons, or recommendations.

Generally, reliability does not need fo be assessed if the data are used: (1) only
as background information, or (2) in documents without findings, conclusions, or
recommendations. Background information generally sets the stage for reporting
the results of an engagement or provides information that puts the results in
proper context. Such information could be tha size of the program or activity you
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are reviewing. When you gather background or other data, ensure that they are
from the best available source(s). When you present the data, cite the source(s)
and if necessary, state that the data were not assessed.

For financial audits, which include financial statement and financial-related
audits, you should consider the approptiateness of other procedures such as
those discussed in the GAQ/CIGIE Financial Audit Manual (FAM) and the
Federal Information System Controls Audit Manual (FISCAM),

12.5 PURPOSE OF A RELIABILITY ASSESSMENT

The purpose of the rellability assessment is to determine whether you can use
the data for the purpose intended. Auditors will conclude whether the data is
either:

» sufficiently reliable
« not sufficiently reliable
+ undetermined reliability

Sufficiently Reliable — Data is sufficiently reliable for engagement purposes
when both the review of related information and testing provide assurance that:
1) the likelihood of significant errors or incompleteness is minimal, and 2) the use
of the data would not lead to an Incorrect or unintentional message. You could
still have some problems or uncertainties about the data, but they would be minor
given the research question {objective) and intended use of the data. When the
results of the preliminary assessment indicate the data is sufficiently reliable, you
may use the data without conducting additional work.

Not Sufficiently Reliable ~- Data is not sufficiently reliable for engagement
purposes when the review of related information or testing Indicates either of the
following: 1) significant errors or incompletenass exist in some or all of the key
data elements, and 2) using the data would probably lead to an incotrect or
unirtentional message.

Undetermined Reliability — Data's reliability is undetermined when one of the
following occurs:

+ Related information or testing raises questions about the data's
reliability,

+ Related Information or testing provides too little information to judge
reliability, or

« Time or resource constraints limit the extent of the examination of
related information or testing.
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12.6 CONDUCTING A RELIABILITY ASSESSMENT

Your judgment of the data’s importance and the reliability of the source, as well
as other engagement factors, can help you determine the extent of such an
assessment. The extensiveness of the assessment is driven by the anticipated
level of reliability risk. The reliability risk level is determined by considering: (1)
the significance of the data to the final report, and (2) knowledge of the data and
the system that processed them,

Reliability Risk = Planned Use + Data and System Knowledge

OA policy requires auditors to use the guidance set forth in this chapter to assess
the reliability of computer processed data. The guidance set forth In this chapter
fs based on GAQ guidance, which provides a framework for assessing the
reliability of computer processed data. The framework provides flexibility by
allowing the use of professional judgment to identify the appropriate mix of
assessment steps and the level of testing required to fit the particular needs of
the engagement. The framework consists of the foliowing key steps:

Determine Significance of the Data
Review Existing Information
Conduct Initial Testing

Making the Preliminary Assessment
Conducting Additicnal Work

Making the Final Assessment
Repotting the Results

& % @ @ 2 & =

The various steps are discussed in the subsequent paragraphs.

STEP1: DETERMINE SIGNIFICANCE OF THE DATA

Auditors need to consider how they will use the data in the context of the final
report and assess the rigk related to the significance of the data. When assessing
risk, consider the following risk conditions:

o The data could he used to influence legislation or policy with significant
impact.

« The data could be used for significant decisions by individuals or
organizations.

» The data will be the hasis for numbers that are likely to be widely
quoted.
The engagement is concerned with a sensitive or controversial subject.

+ The engagement has external stakeholders who have taken positions
on the subject.

s The overall engagement risk is medium or high.

+ The engagement has unique factors that strongly increase risk.
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Normally, data are used as:

+ the sole evidence supporting a finding,
+ corroborative or supporting evidence, or
v background information.

If auditors plan to use data without corroborating evidence, establishing the
reliability of the data is critical to the assignment objectives; therefore, the
reliability risk is high.

When corroborating evidence is likely to exist and will independently support an
audit’s findings, conclusions, and recommendations, the reliability risk could be
low to moderate depending on the strength and amount of other evidence. Far
assessing risk, auditors should judge the strength or weakness of corroborating
avidence by consideting the extent to which it:

* meets standards of evidence;

s provides crucial support;

+ Is drawn from different types of evidence (testimonial, documentary or,
physical); and

+ s independent of other sources.

Finally, the reliability risk is usually low when data are used in the repott for
hackground or informational purposes and are not vital to audit results.

STEP 2: REVIEW EXISTING INFORMATION

The next step is to determine what is already known about the data and the
system that produced them. Favorable experience or knowledge reduces
refiability risk, limits the review of system controls, and reduces data testing.
Unfavorable experience or knowledge leads to increased doubts and requires
greater assurance that data is accurate. In compiling information about the data
and its system, the auditor should address: (1) the accuracy of the data entry and
the data processing, (2) how data integrity is maintained, and (3) any known
problems with the data or the system, {o include the system’s controls.

This may be in the form of internal and external reports, studies, or interviews
with knowledgeabie users of the data and the system. Sources for related
information can be found within the agency under review, GAQ, and cther
external sources or internal sources.

The following examples illustrate the above and the associated risk level:

*  GAQ used the same data to support a finding after adequately
establishing their reliability to include completeness and accuracy of

Page 12-5



Chapter 12 - Auditing Computer Processed Data

data. You confirmed the data had not changed. The tisk of using the
data in your report is low; therefore minimal testing would be required.

s OITA recently established the adequacy of system controls used to
process data critlcal to the assignment objectives. You determine no
significant changes had occurred in the system since the assessment.
Tha reliability risk would be low and you could consider system
controls good; therefore, minimal testing would be required.

= You interviewed key users of the system and learned there ware
numerous errors in processing the data. The risk would be high;
therefore, a higher level of testing would be required.

In the first example, the inspector general or other audit group studied the system
controls or used the data. The resuits could establish reliability risk, but reliance
on work performed by others would need to be met.

In the second example, while the Inspector General established the adequacy of
system controls that are critical to your audit objective, additional work, such as
review of selected workpapers and interviews of the other auditors, shouid be
performed to ensure that the work performed met all applicable standards.

STEP 3: CONDUCT INITIAL TESTING

Initial testing should include steps to assess data completeness, data
authenticity, data consistency, and the accuracy of computer processing, if not
already determined from reviewing existing Information. If the test results detect
no errors or suggest an error rate that is acceptable for the data’s planned use,
the risk would be low and the data should be considered reliable. If the test
results detect errors or suggest an error rate that is unacceptable for the data’s
planned use, risk would be moderate to high and the data should be considered
unreliable.

Data Completeness — Perform tests of completeness by obtaining the universe
of data and confirming all records and related data elements represant
information needed for the assigned objective and period covered by the audit,

Data Authenticity - Perform tests of data authenticity by matching source
records to computer-based records, and by matching the computer-based
records to each source record. The result of matching these records should
confirm that the data is both accurate and valid, and represents data that can be
used in measurement of an activity. Also, it is important to confirm the data
actually represents what you think is being measured. It means what you select
is what you intended to select,

Data Consistency — Parform tests of data consistency by selecting a sufficient
number of records, over several time periods, and determining whether the data
elements for those selected records are filled with characters or numbers
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“according to system data descriptions. Data consistency ensures that the data
being entered, processed, and reported is treated the same from period to
petiod,

Accuracy of Computer Processing — Steps aimed at the accuracy of
computer processing are designed to verify relevant records were completely
processed and computer processing met the intended objectives. This can be
accomplished by applying logical tests to electronic data files or hard copy
reports.

For electronic data, use computer programs to test key data elements you plan fo
use for the engagement. Testing with computer programs, such as Excel,
Access, and ACL, often takes less than a day, depending on the complexity of
the file.

For hard copy or summarized daia (whether previded by the audited entity or
retrieved from the internet), you can ask for the electronic data file used to create
it. If you are unable to obtain electronic data, use the hard copy or summarized
data and, to the extent possible, manually apply the tests to key data elements or
(if the report or summary is too voluminous) to a sample of them.

Whether you have an electrenic file, a hard copy report, or summary, you can
apply the same logic tests to the data. These can include testing for:

missing data (sither entire records or values of key data elements);
the relationship of one data element to another;

values outside of a designated range; and

dates outside valid time frames or In an illogical progression.

STEP 4: MAKING THE PRELIMINARY ASSESSMENT

The preliminary assassment is the first decision point in the assessment process
and is based on the resuits of the steps completed in paragraphs 12.7 through
12.9. The purpose of the preliminary assessment is to determine the sufficiency
of the data and to determins if additional work is required. Keep in mind you are
not attesting to the overall reliability of the data or database. You are only
determining the reliability of the data as needed to support the findings,
conclusions, or recommendations of the engagement.

The outcome of the preliminary assessment will vary based on the strength of
corroborating evidence and the degree of risk involved, If the corroborating
evidence [s strong and the risk is low, the data is more likely to be considered
sufficiently reliable for your intended purpose. If the corroborating evidence is
weak and the risk is high, the data is more likely to be considered not sufficiently
reliable for your intended purpose.
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You will decide whether the data are:
« sufficiently reliable
» not sufficiently reliable
+ undetermined reliability

Sufficiently Reliable — When the results of the preliminary assessment indicate
the data is sufficiently refiable, you may use the data without conducting
additional work.

Not Sufficiently Reliable - When the data is not sufficiently reliable, you
should seek evidence from other sources, including: 1) alternative computerized
data (the reliabllity of which you should also assess), or 2) original data in the
form of surveys, case studies, and expert interviews.

If seeking evidence from other sources does not result in a source of sufficiently
reliable data, you should: 1) inform the requestor that the needed data Is
unavailable, and 2) reach an agreement with management to:

« redefine the research question (objective) to eliminate the need {o use
the data,

« end the engagement, or

« use the data with appropriate disclaimers.

If you decide you must use data you determined is not sufficiently reliable, make
the limitations of the data clear so incorrect or unintentionai conclusions will not
be drawn. Finally, if the data you assessed belongs to the auditee and has
serious rellability weaknesses, you should include this finding in the report and
recommend the agency take corrective action.

Undetermined Reliability — When the assessment indicates the data reliability
is undetermined, you should conduct additional work. if conducting additicnal
work is not feasible and you decide {0 use the data, make the limitations of the
data clear so users of the report will not make incorrect er unintentional
conclusions.

STEP 5: CONDUCTING ADDITIONAL WORK

If you determined through the preliminary assessment that data are of
undetermined reliability, you should conduct additional work. A range of
additional steps to further determine data reliability includes: tracing to and from
source documents, using advanced electronic testing, and reviewing selected
system controls. The mix depends on the weaknesses you identified in the
preliminary assessment and the circumstances specific to your engagement,
such as risk level and corroborating evidence, as well as other factors. Focus on
those aspects of the data that pose the greatest potential risk for your
engagement.
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Tracing to and from Source Documents —Tracing a sample of data records to
source documents helps you determine whether the computer data accurately
and completely reflects these documents, In deciding what and how to trace,
consider the relative risks to the engagement of overstating or understating the
conclusions drawn from the data. For example, if you have concerns that some
records may not have been entered into the computer system, and as a result,
degree of comphance may be overstated, then vou should consider tracing from
source documents to the database, On the other hand, if you are more
concerned that ingligible cases have been included in the database, and as g
result the potentiai problems may be understated, you should consider tracing
from the database back fo source documents,

Tracing only a sample saves time and money. In order to be useful, the sample
should be random and large enough to estimate the error rate within reasonabie
levels of precision (see Chapter 11, Audit Sampling). Tracing a sample will
provide the error rate and the magnitude of errors for the sample, which can then
be extrapolated to the entire data fils. It is this error rate that helps you to
determine the data reliability. Generally, every data file will have some degree of
error and assessment that requires Judging a combination of:

« Error rate — the frequency with which an error occurs. For example, a
random sample shows 10 percent of records have the incorrect date,
However, the dates may only be off by an average of two days and
depending on what the data s to be used for, two days may not
compromise reliability.

» Error magnitude — the size of the errors found can impact our
judgment. For example, the value of a record was listed as $10,000
rather than $100,000. The valid range for this data element in the
database is $200 to $1,000,000 and thus the data [s within the
accepted range of values and the error would not have been caught by
a simple preliminary assessment test of value ranges. This type of
error would likely only be revealed by tracing the data back to source
documents.

Obviously, If source documents were destroyed, were never created, or are not
centrafly located, the actual tracing cannot be accomplished and missing data
cannot be identified. However, one can still gain some Insight into the process by
interviewing data sources, owners, and users to obtain any related information or
any corroborating evidence obtained earlier, or to review the adequacy of system
controls (for information on system controls, refer to Reviewing Selected System
Controls below).

Using Advanced Electronic Testing — Advanced elsctronic testing goes

beyond the basic electronic testing you did In your preliminary assessment and
requires the use of specialized software, such as ACL, Statistical Sampling for
Soclal Sciences (8P8S8), or Excel, to test for specific conditions within the data.
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This type of testing can be particularly useful in determining the accuracy and
completeness of processing by the application system that produced the data.

Consider using advanced electronic testing for:

+ following up on troubling aspects of the data, such as extremely high
values associated with a cerlain geographiec location or with a certain
sef of records;

+ testing relationships between data elements to look for unusual or
abnormal correlations between data fields, such as skip patterns; and

+ verifying that processing functions are accurate and complete, such as
computer formulas used to generate specific data elements.

Reviewing Selected System Controls — Information system controls consist of
those internal controls that are dependent on infotmation system processing and
include general and application controls. Your review of selected system controis
can provide some assurance that the data are sufficiently reliable. Controls can
reduce, to an acceptable level, the risk that a significant mistake could occur and
remain undetected and uncorrected.

Using what you know about the system {from initial steps of the assessment),
concentrate on evaluating the controls most directly affecting the data. These
controls wilt usually include: (1) certain general controls, such as logical access
and control of changes to the data, and (2) the application controls that help to
ensura that data are accurate, complete, and authorized.

The steps for reviewing selected system controls are:

e Gain a detailed understanding of the system as it relates to the data,
and

» Identify and assess the general and application controls that are critical
to ensuring the reliability of the data required for the engagement.

General controlg include the policies and procedures which apply to the overall
computer operations in an organization. General controls are intended to help
ensure proper operation of information systems, data integrity, and security.

Application controls include the policies and procedures which apply to individual
application systems. Application controls are designed to help ensure the
authority of data origination, accuracy and completeness of data input, integrity of
processing, and verification and distribution of output. Examples of specific
application confrols that could be addressed include those for:

e Input
+ Processing
e  Qutput
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input controls provide reasonable assurance that data received for processing:

« were propetly authorized, converted into machine form, and identified;

» had not been lost, suppressed, added, duplicated, or otherwise
improperly changed; and

« had controls for rejection, correction, and resubmission of initially
incorrect data,

Processing controls provide reascnable assurance that:

» all transactions are processed as autharized;
« no authorized transactions are omitted; and
« no unauthorized transactions are added.

Qutput confrols assure;

« the accuracy and completeness of the processing result;, and
» only authorized personnel recelve the output.

STEP 6; MAKING THE FINAL ASSESSMENT

During the final assessment, you should consider the results of your previous
work to determine if the data are sufficiently reliable, not sufficiently reliable, or
still undetermined for your intended use. Again, remember you are not attesting
to the overall reliability of the data or database. You are only determining the
reliabllity of the data as needed to support the findings, conclusions, or
recommendations of the engagement,

The outcome of the final agsessment will vary based on the strength of
corroborating evidence, the degree of risk, and the results of additional work.
When the corroborating evidence is strong, the degree of risk is low, and the
additional work answered issues identified in the preliminary assessment and did
not raise any hew issues, the data is more likely to be considered sufficiently
reliable for your intended purpose. If the corroborating evidence s weak, the risk
is high, and the additional work did not answer issues identified in the preliminary
assessment or additional work raised more questions, the data is more likely to
be considered not sufficiently retiable for your intended purpose.

12.7 DOCUMENTING THE RELIABILITY ASSESSMENT

Audit documentation must fully and clearly decument all aspects of the reliability
assessment as described previously in paragraph 12.6-12.12 and should include
the level of details necessary {0 enable an experienced auditor, having no prior
connaction to the audit, to understand the nature, timing, extent, and results of
audit procedures performed, the audit evidence obtained, its source, and the
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conclusions reached. In addition, this documentation must comply with audit

documentation policies (refer to Chapter 5, Paragraph 5.6, Audit Documentation).

The documentation should include the following, as applicable:

The Determination for Significance of the Data
A Review of Existing Information

Initial Testing Results

The Preliminary Assessment

Additional Work Results

The Final Assessment

A Report of the Results

. % » # S » >

12.8 REPORTING RESULTS

In the report, you should include a statement in the in the introduction to the audit
report and in the scope section about conformance to GAGAS, These standards
refer to how you did your work, not how reliable the data are. Therefore, your
reporting conforms to GAGAS as long as you discuss what you did to assess the
data, disclose any data concerns, and reach a judgment about the reliability of
the data for use in the report.

The language will vary, depending on whether the data are sufficiently reliable,
not sufficiently reliable, or of undetermined reliability.

Sufficiently Reliable — Present your basis for assessing the data as sufficiently
reliable. This presentation should include: (1) noting what kind of assessment
you ralied on, (2) explaining the steps in the assessment, and (3} disclosing any
data limitatlons. Such disclosure includes:

» telling why using the data would not lead o an incorrect or
unintentional message,

+ explaining how limitations could affect any expansion of the message,
and

» polnting out that any data limitations are minor in the context of the
engagement.

For example: “To achieve the assignment’s objective{s), we extensively relied on
computer-processed data contained in [cite data base used]. We assessed the
reliability of this data by: (1) performing various testing of required data elements,
(2) interviewing bank officials knowledgeable about the data, and (3) reviewing
financial statements of the five banks for information about the data and the
system that produced them, including relevant general and application controls.
Based on these tests and assessments we conclude the data are sufficiently
reliable to be used in meeting the assignment’s obiective(s}).”
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Not Sufficiently Reliable — Present your basis for assessing the data as not
sufficiently reliable. This presentation should include what kind of assessment
you relied on, with an explanation of the steps in the assessment. In this
expltanation: (1) describe the problems with the data, as well as why using the
data would probably lead to an incorrect or unintentional message, and (2) state
that the data problems are significant or potentially significant. In addition, if tha
report cortaing a conclusion ot recommendation supported by evidence other
than these data, state that fact. Finally, if the data you assessed are not
sufficiently reliable, you should include this finding in the report and recommend
that the audited entity take corrective action.

For example: “To achieve the assignment's objective(s), we extensively relied on
computer-processed data contained in [cite the data base used]. We assessed
the reliability of this data by: (1) performing vartous testing of required data
elements, (2) interviewing bank officials knowledgeable about the data, and

(3} reviewing financial statements of the five banks for information about the data
and the system that produced them, including relavant general and application
controls, Our review of system controls and the results of data tests showed an
error rate that casts doubt on the data’s validity, Based on these tests and
assessments we conclude the data are not sufficiently reliable to be used in
meeting the assignment's objective(s). However, when these data are viewed in
context with other corroborating svidence, as described sarlier in the
methodology section, we believe the opinions, conclusions, and
recommendations in this report are valid and would not lead {0 an incarrect or
unintentional message.”

Undetermined Reliability — Present your basis for assessing the reliabllity of
the data as undetermined. Include such factors as short time frames, the deletion
of original computer files, and the lack of access {o needed documents. Explain
the reasonablenass of using the data; for example, these are the only available
data on the subject, the data are widely used by outside experts or policymakers,
or the data are supported by credible cotroborating evidence, In addition, make
the limitations of the data clear, so that incorrect or unintentional conclusions will
not be drawn from the data. Finally, if the report contains a conclusion or
recommendation suppotted by evidence other than these data, state that fact.

For Example: “To achieve the assignment’s objective(s), we extensively relied on
computer-processed data contained in [cite the data base used]. We were unable
to conduct tests on the data to determine the reliability because the original
computer files were destroyed during hurricane Katrina. We did, however,
interview bank officials knowledgeable about the data and reviewed financial
statements of the five banks for information about the data and the system that
produced them, including relevant general and application controls. Based on
these tests and assaessments, we believe the conclusions and recommendations
are appropriate and would not lead to an incorrect or unintentional massage.”
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CHAPTER 13

USE OF CONTRACTORS

13.0 PURPOSE

This chapter establishes policies and responsibilities for using contrastors to
perform audits. It applies to all O!G audit work performed under contract with
auditors, consultants, and specialists, including 1IPAs, Information systems
auditors or specialists, statisticians, and actuarias. This chapter Is not Intended to
be a complete guide for awarding and administering federal contracts.

13.1 GOVERNING CRITERIA

Generally Accepted Government Auditing Standards, December 2011

independence 3.02-3.30

Professional Judgment 3.31-3.39

Competence 3.40~3.49

Quality Control and Assurance 3.50~3.63

Audit Documentation 4.18-4.24

Additional Government Audlting Standards 6.06-8.26
Using the Work of Others 7.41-7.43

Audit Documentation 7.77-7.84

* & & 5 & &5 & @

Title 48: Federal Acqulsition Regulation System — Subpart 3442.70 Contract
Monitoring

Financial Audit Manual (FAM}
e Sectlon 650 — Using Work of Others
13.2 PCLICY

The QIG may use contractors to perform audits, attestation engagements, or
nonaudit services. The OlG may also coniract for specialist support from
actuaries, appraisers, information systems auditors, or other disciplines.

When performing audit work undet contract, 1IPAs and other contractors are
reguired to comply with all applicable sections of GAGAS and AICPA standards.
The OIG will assess and document the IPAs and contractors independence and
qualifications of an auditor or specialist; the IPAs use of professional judgment,
and the IPAs quality assurance process.
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13.3 RESPONSIBILITIES
The 1G and AIGA have responsibilities in overseeing the work of contractors:

0IG Manages task order work assignments and is responsible for all aspects
of confract monitaring. Specifically, the CIG will monitor contractor
performance to ensure the audit evidence gathered by the contractor is
sufficient, reliable, and competent, and the audit is performed in accordance
with Government Auditing Standards. The OIG also accepts, reviews, and
approves contract deliverables such as plans, summaries, draft reports, and
final reports.

The Inspector General approves audit projects and required resources
for contractors.

13.4 ASBESSING CONTRACTOR QUALIFICATIONS AND INDEPENDENCE

Assessing Contractor Qualifications — Contractor steff must collectively
possess the technical knowladge, skills, and experience necessary to
perform the contract. Evidence of contractor qualifications includes:

« documentation of prior work experience and products;
« [nquirias with contractor references concerning the quality of
contracter work performed;
« professional certifications and CPE of contractor staff;
» external quality control reports for contract auditors or other quality
reports for contract specialists, and
review of the contractor’s quality controf system, including the
contractor's policies and procedures, and the latest peer
review results for [PAs,

Assessing qualifications is initially performed as part of the contractor
selection process; however, qualifications must be reassessed when the
course of the work changes, when new staff are assigned, or due to the
passage of time.

Assessing Contractor Independence - Contractor staff must be
independent (refer to Chapter 10, Independence and Ethics Principles).

Documentation — Documentation of contractor qualifications and independence must
be included in the contract oversight.
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13.5 APPROVING CONTRACTOR’S AUDIT PLAN

Planning for contractor performed work will be documented and approved
in accordance with Chapter 4, Audit Planning.

13.6 MONITORING PLAN

A monitoting plan should be tailored to the contract’s statement of work,
milestones, and deliverables, and designed to achiave the level of
assurance required or desired for the contractor's work.

Level of Assurance — The OIG should determine the level of assurance that
is required or desired based the level of risk and responsibility the OIG Is
planning to take for the contractor's work. Some factors in determining the level
of oversight depends on:

« whether or not reference to the contracter's work will be referenced in

the QIG report;
« whether or not the confractor's audit will be transmitted providing

negative assurance or full concurrence with the auditor's report; or
« if the OIG has knowledge of the contractor's performance from prior

expetience with the contractor,

The CIGIE/GAO Financial Audit Manual has a framework for developing a
monitoring plan for financial statement audits. The OIG policy is to determine |
and document the level of review each year and to issue a transmittal letter
using negative assurance, The |G will consult with AIGA to decide whether the
risk and ClG's level of responsibility has changed sufficiantly to increase or
lower the level of review from the prior year.

Monitoring Plan — A written monitoring plan is developed based on the type of
work performed by the contractor and the level of assurance determinad above,
The monitoring plan will include an assessment of contractor qualifications,
independence, performance, and other monitoring matters.

13.7 REPORTING CONTRACTOR AUDIT RESULTS

When using the work of confractors and specialists, the type of reporting depends
on the degree of responsibility the OIG accepts and the work performed by the
contractor, Factors the OIG considers when deciding which type of reporting to
use include: the amount of assurance the QIG wishes to provide, legal
requirements, and cost benefit considerations. The type of reporting must
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be approved by the AIGA while planning the project and generally be discussed
with the contract auditors or specialists before work commences. The main types
of reporting are:

No OIG Association with Contractor Report — [n this situation, the
contractor’s report is provided directly to the auditee and significant users. The
OIG may use this method when it merely procures the audit and is not acting as
an "auditor.” For example, if there is no legal requirement for a separate report by
the OIG, the audites does not need a separate report from the OIG, or a
separate report would provide no additional information. When the OIG is
required by law to perform the audit or evaluation, the OIG should not use this
option since the OIG must ba associated with the report.

OlG Transmittal Letter — There are two types of transmiital letters, one
axpressing no assurance and ohe expressing negative assurance on the
contractor's work. For either type, the OIG is associated with the report. The
transmittal letter should contain an explanation of the character of the OIG's
work, if any, and the degree of responsibility the OIG is taking. Because the OIG
did not perform the audit, the CIG should disclaim an opinion and should not
express concurrence with the contractor’s opinion. The OIG may use this
approach when there is no legal requirement for the OIG to express an opinion or
concurrence, but the OIG Is required to, or wants to, issue a report or letter,

OlG Transmittal Letter Expressing No Assurance — For this letter, the OIG
issues g transmittal letter without reviewing the contractor's documentation. In
these situations, the transmittal letter should clearly state the limitations of the
OlG's work, The OIG still has the responsibility to monitor the contract and to
meet the requirements of the IG Act, as amended, and the Chief Financial
Officers Act.

OIG Transmittal l.etter Expressing Negative Assurance — This istter
indicates the OIG reviewed the contractor's report and related documentation
and inquired of Its representatives, and further states the OIG found no instances
where the contfractor did not comply, in all material respects, with GAS.

OlG Issues a Report That Refers to Contractor's Report and Indicates a
Division of Responsibility — To use this approach, the OIG has two decisions
to make: (1) whether the OIG served as the principal "auditor,” and (2) whether
the OIG should refer to the work of the contractor, The OIG should exercise
considerable judgment in making these decisions and should document the basis
for the decision.

OIG Issues a Report That Expresses Corncurrence with the Contractor's
Report and Conclusions — Expressing concurrence means the QG would
have reached the same opinion or conclusion had the OIG done the audit.
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Therefore, the contractor needs to do the same leval of work as the OIG would
have done for the OIG to take responsibility for the contractor's work.

OlG [ssues a Report That Does Not Mention the Contractor's Work — In this
situation, the OIG issues the report as if no contractor was invaived. This meaans
the OIG takes responsibility for the contractor's work.
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CHAPTER 14

QUALITY CONTROL AND ASSURANCE

14.0 PURPQSE

This section documents quality control and assurance processes, which are
designed to ensure audits and attestation engagements mest internal and
external quality standards.

14.1 GOVERNING CRITERIA

Generally Accepted Government Auditing Standards, December 2011
Policies and Procedures Handbook

14.2 BACKGROUND

Quality is an essential and distinctive attribute marked by a concentrated
expenditure of involvement, concern, and commitment to excellence that
distinguishes it from inferior products or services. To maintain and continue to
build quality requires total commitment on the part of every member of the
taam and the organization. Quality ensures our reputation by producing
consistent, superior work.

Quality control is the system used by to fulfill requirements for achieving
quality. It involves verifying and maintaining a desired level of quality in a
product or process by careful planning, management of resources, timely
inspection, and implementation of corrective actions. Effective quality control
identifies and addresses those factors that could jeopardize the quality of an
audit and establishes processas and procedures to correct problems before they
adversely impact results.

Quality assurance includes the activities implemented within the quality control
system that provide confidence a product or service will fulfill requirements.
Whereas quality control emphasizes testing and blocking the release of
defective products, quality assurance is about improving and stabilizing
production and associated processes fo avoid or minimize issues that led to the
defects in the first place.
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14.3 POLICY

All personnet should understand and use applicable standards and procedures
related to quality by: communicating, identifying, and evaluating possible threats
to independence and objectivity, and taking appropriate action to eliminate or
reduce those threats; adhering to relevant legal requirements; and complying
with relevant ethical requirements when discharging professional responsibilities.

14.4 RESPONSIBILITIES

Auditors develop appropriate documentation of the work performed and apply
audit technigques to accomplish audit objectives, Auditors exercise independsnt
judgment in evaluating management processes and presenting ideas, facts,
congiusions, and recommendations clearly, concisely, and fogicaily. To support
their work, auditors ensure that sufficient supporting documentation is maintained
and referenced to reports of audit results. Auditors are responsible for knowing
and applying standards,

IG Officlals communicate with the auditors so that they sufficiently
understand the objectives of their work and apply standards. They plan and
supervise audit and attestation engagements. They review the work
performed, the significant judgments made, and the resulting audit
documentation and reports.

« assigned staff meets the independence, legal, and sthical
reguirements;
» audit and attestation engagements are well planned, conducted, and

documented to provide OIG with reasconable assurance that audits
and attestation engagements are performed and reports are issued in
accordance with standards;

« statements in the report are properly referenced and supported by
audit documentation; and

+ issues are resolved and appropriate actions taken such as correcting
references and facts in the
report.

IG and AIGA are responsible for providing direction and ensuring audit and
attestation engagements are well planned, conducted, and documented to
provide OIG with reasonable assurance that audits and sattestation
engagements are performed and reports are issued in accordance with
standards. .
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Quality CGontrol Reviews (QCR) assess work completed on audits and
attestation engagements to provide management with reasonable assurance
that policies and procedures related to quality control are suitably designed
and operating effectively. The AIGA identifies the audits subject to a QCR,

Internal Quality Control Reviews {IQCR) determine whether an audit group complies with
Government Auditing Standards, policies and procedures, and other applicable guidance,
standards, and best practices. QA reviews a sample of each audit project on a 3-year cycle.
QA selects audits from the most recent semiannual reporting cycle to review. IQCRs analyze
the review and coaching notes generated from the QCRs to identify possible repetitive or
notable matters that warrant additional review. The IQCR follows up on any applicable issues
identified in the most recent external peer review or any special project QCRs. The final
report, is submitted to the I1G,

Special Project Quality Control Reviews (SPQCR) provide assessments of specific audit
areas required by GAGAS, such as audit decumentation, planning, or reporting. The AIGA
may request reviews of specific audit areas to identify any systemic issues requiring
improvement throughout OIG, such as arsas of non-compliance with applicable standards or
best practices that could be implemented OlG-wide.

14,7 ANNUAL ANALYSIS OF MONITORING PROCEDURES

At least annually, AIGA will communicate to the |G deficlencies noted as a result of the

monitoring process and recommend appropriate remedial action. AIGA communicates
these results in a written report that includes:

- a description of the monitoring procedures performed;

- the conclusions drawn from the menitoring procedures; and

- when relevant, a dascription of the systemic, repetitive, or other

- significant deficiencies, and the actions needed or taken to resolve

those deficiencies.

14.8 FOLLOW UP ON PREVIOUS FINDINGS

IG evaluates whether appropriate corrective action has taken place to address findings and
recommendations from previous monitoring and peer reviews, 1G uses this information as
part of the assessment of risk associated with the design and implementation of a quatity
control system and in determining the nature, timing, and extent of monitoring procedures.
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CHAPTER 15
AUDIT RESOLUTION AND CLOSURE

15.0 PURPOSE

This chapter establishes policies and procedures for resolving and closing QIG
recommendations. It applies to all reports and all recommendations issued by
OlG.

15.1 GOVERNING CRITERIA

Generally Accepted Government Auditing Standards, December 2011
« Appendix |, Management's Role, A1,08 f

OMB Circular A-50, Audit Follow-up

Inspector General Act OF 1978 (P.L. 95-452; USC Appendix 3), as amended

16.2 POLICY

OIG monitors the resolution of audit findings and recommendations to ensure
that departmental agencies comply with congressional and OMB time limits,
meet requirements for establishing and collecting claims, and promptly
implement corrective actions.

15.3 BACKGROUND

Audit follow up is an integral part of good management, and is a shared
responsibility of agency management and auditors {o ensure corrective
actions are taken for OIG recommendations.

Resolution — This is the point OIG and agency management agree on
corrective actions to reported findings and recommendations, or in the event of
disagreement, the polnt the audit follow-up cofficlal determines the matter
resolved.

Closure — Recommendatians will be closed when the agency provides OIG
with adequate evidence to demonstrate corrective actions have been completed,
or when the agency and OIG agrees that proposed corrective actions could not
or should not be implemented.
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15.4 RESPONSIBILITIES

|G and AIGA are responsible for all open audit reports. Specifically, they
are responsible for:
« Working with ARC agency officials to facilitate timely issuance of

management decisions and following up to obtain management
decisions not received within 60 days of report issuance,

+ Reviewing and determining if agency management decisions, including
propased corrective actions, are adequate to resolve the
recommendations.

» Notifying agency officials when the OIG determines that management

decisions are not adequate to resolve the recommendations.

» Negotiating differences with agency officials concerning audit resolution

and referring unresolved differences to the 1G.

« Maintaining In documentation of activities to resolve and close

recommendations, including documentation provided by agency
management as evidence that proposed corrective actions have
been completed.

» Ensuring reports are updated to reflect efforts being made to
achieve resolution.

The |G is responsible for the following:

-Settling any disagreements with Agency Officials and referring unresolved
difference s to the ARC Audit Follow-up Officials.

-Notifying the ARC Audit Follow-up Official that the management decision

is overdue (has not been received within 120 days of the issuance of the final
report) and requesting that the Audit Follow-up Official take appropriate action
to obtain the overdue management decision. '

15.5 RESOLUTION OF AUDIT RECOMMENDATIONS

Non-Monetary Recommendations — Recommendations are considered resolved when the
OIG and agency management or contract/grant officers agree on corrective actions to the
recommendations or agree that the recommendations will not be implemented.

Page 15-2



Chapter 15 — Audit Resolution and Closure

When the agency is in agreement with the OIG’s recommendations ot the QIG
agreas with alternative action(s) proposed hy the agency, the Audit Director
issuing the report ensures that the agency identifiss the planned corrective
actions, the officials responsible for such actions, and milestones for maior steps
and full implementation. When an agency disagrees with the OIG
recommendation(s), the agency's management decision should fully explain the
reason(s) for the disagreement. When disagreement is based on interpretation of

law, regulation, or the authority of officials to take or not take action, the agency's
management decision should include the legal basis.

Monetary Recommendations (questioned costs — Recommendations are considered
resolved when the ARC contracting/grant officer issues a final decision/determination
disallowing the costs and accounts receivables are established for collection of the disallowed
costs, or when the ARC contracting/grant officer determines that the questioned/unsupported
questioned costs are allowed.

Recommendations That Funds Put To Better Use — Recommendations are considered
resolved when the OIG and agency management officials agree on a corrective action plan(s)
to be taken to implement the recommendations or agree that the recommendations wiil not be
implemented.

When the agency concurs with the OIG’s recommendation, the agency’s management
decision should identify the planned corrective actions, the officials responsible for carrying
out the actions, and milestones for the major steps and full implementation,

Recommendations With Other Monetary Impact — Recommendations are considered
resolved when the OIG and agency management or contract/grant officers agree on a
corrective action plan to implement the recommendations, or agree that the recommendations
will not be implemented.

16.6 PROCEDURES FOR RESOLVING RECOMMENDATIONS

Generally, the memorandum transmitting the final report to the agency will request that the
agency provide a corrective action plan 60 calendar days from the issuance date of the final
raport, This plan should identify the officials responsible for such actions and the milestones
for major steps and full implementation. For grant or contract audits, the transmittal memo
will request the grant or contract officer to provide a copy of the final determination within 170
days,
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15.7 CLOSING AUDIT RECOMMENDATIONS

The acceptance of recommendations does not ensure results; effective implementation does.
Therefore, OA has a system fo promote continued attention to audit recommendations unil
results are achieved.

Closed - Pending Verification — In certain cases, OIG may elect to close recommendations
based on agency management representation subject to later verification. This is primarily
used for audits that have recommendations which require extended time to obtain and assess
the evidence needed for verification. In such cases, waiting to close the recommendation after
verification is complete may not fairly represent the agency's progress in taking corrective
action. Once the action is verified as complete, the status of the recommendation is changed
to closed. Whenever it is determined that the action has not been completed, the

status reverts fo unresolved.

Criteria for Closing Non-Monetary Audit Recommendations — Closure oceurs when the
previously accepted corrective action has been completed by the agency as evidenced by
documentation or when it has been determined that the proposed action could not or should
not be implemented.

Criteria for Closing Monetary Audit Recommendations — Closure ocours when the
previously accepted corrective action has been completed by the agency as evidenced by
documentation, when funds have been transferred/reprogrammed, funds have been returned
to the Treasury, or for questioned cost whan the total amount of the debt has been satisfied,
either by collection or write-off or it has been determined that the proposed action could not or
should not be implemented.

16.8 PROCEDURES FOR CLOSING RECOMMENDATIONS
Generally the following activities are required for closure:

AIGA will follow up on the accepted corrective action plan to obtain evidence of
implementation and determine whether recommendations should be closed.

Based on debt collection information received from agencies, OIG will retain information on
disallowed costs collected and written off.

15.9 PROCEDURES FOR APPEALS

Grantees and contractors have the right to appeal ARC Grant or Contracting Officer's Final
Determination decislons.
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CHAPTER 16

CONTINUING PROFESSIONAL EDUCATION (CPE)
16.0 PURPOSE
This chapter establishes policies and procedures to ensure that all OIC
employess® assigned fo perform work under GAGAS maintain thelr professional
competence through continuing professional education.
16.1 GOVERNING CRITERIA

Generally Accepted Government Auditing Standards, December 2011

+ Continuing Professional Education 3.76-3.81

GAD-05-568G, Guidance on GAGAS Requirements for Continuing Professional
Education, April 2005

National Association of State Boards of Accountancy (NASBA) Statement on
Standards for Continuing Professional Education Programs, January 2012 |

16.2 BACKGROUND |

OlG is committed to the professional development of all staff. All employees are |
encolraged to work with thelr supervisors to plan for their career development and |
should annually prepare Employee Development Plans (EDPs). Auditors and internal !
specialists assigned to perform work under GAGAS must meet continuing professional |
aeducation required by GAGAS. [t is expected there will be overlap between an

empioyees’ career development plans and plans to meet CPE requirements. However,

these two are distinct activities. This chapter addresses GAGAS CPE requirements,

OIG requires that all staff conducting audits and attestation engagements meet
GAGAS.

16.4 RESPONSIBILITIES

Auditors and Internal Specialisis are primarily responsible for meeting CPE
requirements, 8pecifically, auditors and internal specialists should:

" Employees include all staff performing significant work undar GAGAS including auditors, analysts,
evaluators, inspscters, statisticlans, and speciallsts.

|
|
l
|
|
16.3 POLICY
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» seek opporiunities and request approval for CPE training;

» discuss plans for meeting CPE requirements with supervisor;

« register for approved training with training providers:

+ complete CPE programs and activities successfully

* provide documentation of the CPE hours completed with training
providers;

» monitor their own progress toward mesting the CPE requirements; and

AlGA will monitor compliance with minimum CPE requirements for each auditor for
whom they have administrative responsibility,

The AIGA will approve all training.

16.5 CPE REQUIREMENTS

Staff conducting audits and attestation engagements should collectively have:

(1) knowledge of the methods and techniques applicable to government auditing and the
education, skills, and experience to apply such knowledge to the audit belng conducted; (2)
knowledge of government organizations, programs, activities, and functions; (3) skills to
communicate clearly and effectively, both orally and In writing; and (4) skills appropriate for the
audit work being conducted,

Each employee responsible for planning, directing, conducting, or reporting on audits or
attestation engagements Is required to maintain professional competence through CPE.
Therefore, each auditor should complete, every 2 years, at least 80 hours of CPE that
directly enhances the auditor's professional proficiency to perform audits or attestation
engagements.

- At least 24 of the 80 hours of CPE should be in subjects directly related to
government auditing, the government environment, or the specific or unique
environment in which the audited entity operates.

- At least 20 of the 80 hours should be completed in each year of th 2 year
‘period.

internal specialists who perform work under GAGAS, including planning, directing, performing
audit procedures, or reporting on an audit or attestation engagement, should comply with
GAGAS CPE requirements. For these individuals, training in their area of specialization satisfies
the requirement for 24 hours of CPE related to government auditing, government environment,
or the specific environment of the audited entity.
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CPE Period -— The CPE period is based on 2 calendar years and begins on January 1st of each
odd-numbered year, For example, January 1, 2011, to December 31, 2012, is one CPE petiod.

Exemptions — Individuals may be exempt from all or part of the CPE requirements based on the
nature and level of their involvement in GAGAS audits,

- Auditors who are only involved in field work, but not involved in planning,

directing, or repotting on the audit, and who charge less than 20 percent of their time
annually to GAGAS audits, are only required to meet the requirement for 24 hours of
CPE related to government auditing, the government environment, or specific or unique
environments in which the audit entity operates.

- Internal specialists consulting on GAGAS assignments who are not involved in
the planning, directing, performing, or reparting of the assignment should be |
gualifled and maintain professional competence in their area of specialization, but
are not required to meet GAGAS CPE requirements.

- External specialists assisting In performing GAGAS assignments should be
qualified and maintain professional compétence in their area of specialization,

but are not required to meet GAGAS CPE requirements,
- Auditors performing nonaudit activities within the audit organization, such as

\
i
individuals assigned to staff positions in budgeting, policy, personnel, and training, are not 1
required fo complete any CPE, 1

- Auditors performing services not considered to he audits, such as gathering

information about a program without analyses, conclusions, and

recommendations, are not required to complete any CPE.
- Students employed on a temporary basis for a limited time or enrolled in a formal

required to complete any CPE.

Exceptions — The AlGA may grant individual exceptions from a portion of the CPE
requirement in the event of extended absences or other extenuating circumstances, such
as:
- Il health
- Maternity or paternity leave Extended f amly
leave - Sabbaticals
-Leave without pay absences Military
service -Disasters
~Foreigh residency

program sponsored by a college or university for a specific period of employment are not
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Exceptions will not be granted for reasons such as workload, budget, or
travel constraints.

in addition, new audit staff who are assigned to a GAGAS audit or attestation
engagement after the beginning of a 2-year CPE period should complete a pro-
rated number of CPE hours (see calculation requirements below).

16.6 CALCULATING CPE

The number of CPE hours earned is based on the actual number of hours audit
staff participated in qualifying programs or activities. OIG will calculate CPE per
GAQ guidance.
- One CPE hour may be granted for each 50 minutes of participation in
qualifying programs and activities.
- One-half CPE hour increments (equal to 25 minutes) may also be granted

after the first CPE hour has been eamed,
- At conferences and conventions where individual presentations are other than

50 minutes, the sum of the presentations should be considered as one total program.
For example, two 80-minute, two 50-minute, and three 40-minute presentations equal
400 minutes or 8 CPE haurs ({90 + 90 + 50 + 50 + 40 + 40 + 40) + 50 = 8),

- When the total minutes of a presentation are more than 50, but not equalty
divisible by 50, the CPE hours should be rounded down to the nearest one-half hour.
For example, if the presentation was 70 minutes, the CPE hours would be 1 (70 + 50 =
1.4 hours; rounded down = 1)}

Prorated calculation — The prorated number of hours is based on the number of full 6-month
intervals remaining in the CPE pericd. Each CPE period contains four 6-month intervals:

(1) January—June/Year 1, (2) July-December/Year 1, (3) January—June/Year 2, and (4)
July-December/Year 2.

Example: A new auditor is assigned to an audit in May 2009 (CPE period is January
1, 2009, through Decembaer 31, 2010). The prorated CPE requirement is calculated as

follows: - Rembering number of 6 month intervals in the CPE perlod = 3.
- Total number of 6-month intervals in the full 2-year period = 4
- Newly assigned auditor's CPE requirement: (3 +4) x 80 hours = 60 hours.

The number of hours in government environment and government auditing required
is calculated in a similar manner (for example, (3 + 4) x 24 = 18 hours).

Page 16-4



Chapter 16 — Continulhg Professional Education

16.7 DEFICIENCY MAKE-UP

All audit staff are to complete CPE requirements within the designated 2-year
period. However, as noted previously, the AIGA may approve exceptions.

If an exception is approved, the audit staff will have 2 months immadiately foliowing the 2-
year periad to make up the deficiency. Any CPE hours completed toward a deficiency in
one period will be documented in the CPE records and may not be counted toward the
requirements for the next 2-year petiod.

Auditors who still have not satisfied the CPE requirements after the 2-month grace period will not
be assigned to GAGAS audits until those requirements are satisfied.

16.8 PROGRAMS AND ACTIVITIES THAT QUALIFY FOR CPE

Programs and activities qualify for CPE hours provided they address acceptable subjects and
topics as defined in Section 16.9, Subjects and Topics that Qualify for CPE.

There are three categories of eligible programs and activities: (1) group programs, (2} individual
study programs, and {3) other professional activities.

Group Programs:

~Internal training programs, such as courses, seminars, and workshops;
- Empioyee meetings when a structured educational program is presented,

such as managers briefing employees on an auditing standard and
demaonsirating its applicability to their work;

- Accredited university and college courses (credit and noncredit); Education and
development programs presented at conferences,
conventions, meetings, seminars, and workshops of professional organizations:

- External training programs presented by other audit organizations,

educational organizations, foundations, and associations;
- Web-based seminars and structured programs of study; and
- Audio conferences,

Individual Study Programs:

Correspondence courses, self-study guides, and workbooks; and Courses given
through multimedia sources, including video, computer, and the Internet.
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Other Professional Activities:

» Serving as a speaker, instructor, or discussion leader at group programs that
qualify for CPE hours;
+ Developing courses or the course materials for programs that qualify for CPE

hours; and
* Publishing articles and books cr developing CPE courses on subjects and topics

that qualify for CPE hours and that coniribute directly to the author's professional
proficiency.

16.2 SUBJECTS AND TOPICS THAT QUALIFY FOR CPE

To be acceptable, CPE must be on subjects and topics that maintain or enhance an employee's
knowledge and skills in areas related to their work.

To be acceptable, CPE must be on subjects and topics that maintain or enhance an employee’s
knowledge and skills in areas related to their work.

Examples of acceptable subjects include, but are not limited to, the following:

Analytical procedures Accounting principles and standards

Audit methodologies Audit Assessment of internal controls

risk and materiality Audit standards

Budgeting Compliance with laws and regulations

Computer science Contracting and procurement

Cost accounting Data analysis

Financial management Fimancial reporting

Interviewing techniques Oral and written communications

Report writing Fension accounting

Sampling Program evaluation

Public administration Public finance

Quality control Principles of management and
supervision

Examples that meet the specific requirement of 24 hours of government-related GPE include,
but are not limited to, the following:

Government auditing —

-Government Auditing Standards promulgated by the Comptroller General;

- Developing and using electronic workpapers;

- AICPA's statements on auditing standards for field work and reporting; and

- Special government audit requirements established by law or regulation, such as the Single
Audit Act of 1984, as amended.
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Government environment —

» Government accounting principles,

* Budgeting;

» Procurement and contracting in government;

« Legislative policies and procedures;

» Effects of current economic conditions on government operations;

» Relevant laws and regulations; and

» Government program and service performance measurement and reporting.

Special or unique environment —

- Economic, operating, or regulatory developments; and

Relevant accounting principles; and laws and regulations related to
specialized areas in which the audited entity operates.

16.10 INELIGIBLE SUBJECTS AND TOPICS

Examples of programs and activities or subjects and topics that do not qualify for CPE hours
include, but are not limited to, the following:

Examples of programs and activities or subjects and topics that do. not qualify for CPE hours
include, but are not limited to, the following:
- On-the-job training;
- Basic or elementary courses in subjects and topics in which the auditor
already has the necessary knowledge and skills;
~ Programs that are not designed to maintain or enhance auditors' professional
proficiency, but are designed for the general public, such as resume writing, improving
parent-child refations, personal investments and money management, and retirement
planning;
- Federal, state, and local income taxes;
- Sales-oriented programs that demonstrate office equipment;

-Programs restricted to the audit organization's administrative operations

-Informal discussions of current events in the audit/evaluation profession;

-Business sessions at professional organization conferences, conventions,
and meetings;

-Participation as a member of a cormmitiee of a professional organization; Preparation and
presentation time for repeated presentations within the 2-year period; and

-External quality control reviews.

16.11 PLANNING CPE

Planning for CPE requirements can be accomplished when developing the EDP. The EDP is a
tool that facilitates communication between employees and thelr supervisor,
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CHAPTER 17
STAFFING

17.0 PURPOSE

This chapter establishes policies and procedures for staff assignments, time and
attendance, travel, and performance management.

17.1 GOVERNING CRITERIA

Generally Accepted Government Auditing Standards, December 2011
* Technical Knowledge and Competence 3.72-3.75

17.2 BACKGROUND

Generally accepted government auditing standards require audit staff to collectively
possess adequate profassional competence for the tasks required. To meet this
requirement, management must assess the technical knowledge and competencies
required for each audit project and ensure that audit teams have the collective skills
necessary to fulfill those requirements,

17.3 POLICY

The IG and AIGA identify staffing needs and recruit primarily by announcements,
Including notifying other OlGs of avacancy. ARC Human Resources assists with the
recruiting process. Job and annual appraisals are prepared by the AIGA.

17.4 STAFF ASSIGNMENTS

Assignments by the IG or AIGA are based on factors related to project needs, staff
knowledge, unique skills, developmental needs, and preferences. These factors may
include, but are not limited to:

« Staff availability;

+  Work experiences;

o Unigue skills, certifications, or licenses, such as computer languages,

- Foreign languages, CPA, CFE, etg;

+ Specific employee developmental needs, such as communication skills, AIC,
raport writing;

+ Staff requests for specific functional areas, such as MSHA, OWCP, IT, or
financial statements; and
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« Physical location of staff relative to expected field work locations.

17.5 The |G andfor AIGA establish the gqualifications needed for the majority of audit
work. For example;

- Financial Audits — Core Competency — Accounting

- Performance Audits — Broader Competencies including auditing, evaluation,
oral and written communications, intarviewing, criticat thinking, etc.

- Attestation -~ Combination of the above

The IG andior AIGA will establish the educational requirements for available positions.
17.6 The |G and/or AIGA have responsibilities for assuring the competency of staff and
assuring staff collectively possess adequate professional competence to address
objectives in accordance with GAGAS. Review of auditor understanding of GAGAS,
training, and audit work papers and reports are IG and AIGA actions to address
professicnal competence,

17.7 1G and/or AIGA will review backgrounds, experience and recommendations with
respect to all staff, including specialist to the degree needed.

17.8 The |G or AIGA will perform annuat appraisals and job-appraisals to the degree
determined as needed.

17.9 The |G or AlGA are responsible for implementation of Federal Travel Policies

17.10 The extent of necessary fraining is determined by the |G and AIGA.
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